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What I’ll be talking about 

• Briefly about the pilot projects 

• Even more briefly about the legal premises 

• Security problems and our solutions to them 

• The future of electronic voting in Norway 

 

 

 



Kommunal- og moderniseringsdepartementet 

The e-vote 2011-project 

• Initiated in August 2008, terminated in June 2012 

–Zombie-mode since then 

• Project mandate to run limited trials with electronic voting 

• Scope quickly swelled to administrative support system 
and scanning of paper ballots 

• Electronic voting was hence a relatively minor part of the 
eventual scope 

• Source code available, government owned, operated and 
developed 
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Why vote electronically? 
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Accessibility 
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You may think paper is perfect… 

• Mistakes are made in reporting 

• Interpreting voter intent is not always straightforward 

• Paper gets lost 

• If you voted outside your municipality on september 
6th, there was only a 95% chance that your vote would 
be counted 

• In total about 2% of mailed ballots are lost (about 
0.23% of all ballots) 

• In comparison, exatly 0 e-votes were lost 
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Electronic voting 

EVA – administrative support system 

Scanning of ballots 

E-voting and EVA 



Kommunal- og moderniseringsdepartementet 

Legal premises 

• Pilot provisions in Representation of The People Act make 
it possible to deviate from the law in trials 

• …but not fundamental democratic principles. 

• European Convention on Human Rights art. 3 requires 
secret suffrage 

–  requires certain measures to be taken 
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Eligible voters: 
approx 168.000 
(4,5% ) 
 

10 pilot municipalities in 2011: 
 • Bodø 

• Bremanger 

• Hammerfest 

• Mandal 

• Radøy 

• Re 

• Tynset 

• Vefsn 

• Sandnes 

• Ålesund 
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How did it turn out? 

• 28 001 voters out of approx. 168 000 eligible chose to 
cast their ballot over the Internet 

• 73% of advance votes (26% of total) cast via Internet 

• 15pp increase in advance voting 

• 98% authenticated using MinID 

• 92% of users happy with the solution 
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2013: Expansion of trials 

• 2011 trials insufficient to answer all questions 

• Apparently very successful – no cases of coercion or 
vote selling  

• Need for experience over time, and to more closely 
examine «vulnerable groups» 

• Added two further municipalities (Larvik and 
Fredrikstad) for a total of approx. 250.000 voters.  
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2013 results 

• 2013: 70622 voters  

• 76% of advance votes cast over the Internet 

• 28% of total votes 

• Under evaluation by ISF. Report to be published this 
summer.  
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Casting an electronic ballot 

27 

Encryption Signing 









Hi, Erik Vik. 
  
Your vote in the parliamentary 
election was received at 7/9-
2013: 12:18. 
 
The party/ group you voted for 
has return code 1758.  
 
You deleted 7 candidates and 
made 1 re-numberings.  
 
Please check the return code 
against your poll card. Call 800 38 
254 if the return codes do not 
match. 
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Valgkort med 
returkoder 

0975 

Kystpartiet 



Revised conceptual model 

Return 
Code 
Generator 

Vote 
Collection 
Server 

Voting 
client 

Internet 

SMS cast-as-intended verification 

Mix and 
count 

Air gap 

M of N key shares 
from parties with 
competing 
interests 

Voter Admnistrative 
system 

Distribution of secrets 

Public bulletin 
board 

Hashed cryptotexts 
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Cleansing Mixing Decryption 

Result Electronic ballots 

Counting process 
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Ballot 

storage 

Voter 

Voter’s 

intent 

Result 

Election observation 

Observation of paper voting 

Ballot 

counted 
Ballot cast 
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Ballot 

storage 

Voter 

Voter’s 

intent 

Result 

Observation of electronic voting 

Ballot 

counted 
Ballot cast 

Return codes Mathematical proofs 

Verifiability makes proof of correct storage and 

correct tabulation of ballots possible 
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The future? 

• In the near term the future of internet voting is 
highly uncertain. 

• Høyre and FrP have expressed very negative opinions 

• Short term there may be more of an appetite for e-
voting in the polling station. 
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Authentication woes 

• At «levels» 3 and 4 we have pretty much the same 
degree of certainty about the identity of the voter 

• The biggest problem is probably not us not knowing 
who the user is, but if the user knows what service 
he’s authenticating to 

• If we have authentication mechanisms that are 
highly vulnerable to phishing, that’s not ok. 

• This is the case with mechanisms in place today. 

• We need a secure channel back to the voter. SMS is 
not that channel in the future. 
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An example of a solution: Cronto 


