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Who is an “insider”?

Are insider threats a problem?

Insider Threat Specification for threat mitigation.
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A model for insider threats

A DSL approach for specifying Insider Threats 
(ITPSL)

Current research issues: Forensics, scalability and 
privacy issues  
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Insiders (visually)
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Definition of an insider
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“An insider is a person that 
has been legitimately 
empowered with the right 
to access, represent, or 
decide about one or more 
assets of the organization´s 
infrastructure”

http://www.dagstuhl.de/08302
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Insider cases and the press
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Insider cases in information security surveys
Source: 

http://www.infosec.co.uk/files/isbs_2010_technical_report_single_pages.pdf

“Staff at a London educational institution replied to 
a phishing email. This resulted in spammers sending 
over 100,000 emails from the compromised accounts, 
and to the organization’s mail servers being 
blacklisted around the world.”

“A charity infringed data protection laws when it 
disposed of an old computer without wiping the hard 
drive. The staff member concerned was blasé, saying 
he had deleted the files and trusted the person to 
whom he had sold the computer.”
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Quantifying insider misuse manifestation
Source: 

http://www.infosec.co.uk/files/isbs_2010_technical_report_single_pages.pdf
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Quantifying insider misuse manifestation (2)
Source:

15th Annual Computer Crime and Security Survey
http://gocsi.com/Survey_2010
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-Intentional misuse: Insiders with malicious intentions (for 
example, theft of proprietary information)
-Accidental misuse: Insiders that do not intend to do harm (loss of 
company laptop) 
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Is the insider threat a real 
problem?

Yes certainly.

Not because the press and the surveys 
document it.

Because it is a complex problem.

Because the infrastructure/tools to 
systemically collect information about it does 
not exist.
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Defining Insider Threat 
Specification

Insider  Threat  Specification  is  the  process  of  
using a standardized vocabulary to describe in an 
abstract way how the aspects and behavior of an insider 
relate to a security policy defined misuse scenario.
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Insider Misuse Detection Information flow
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The basis for Insider Threat prediction
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Conceptual Insider Threat mitigation flow

Threat 
conditions

Record of 
conditions

Threat 
detection/
prediction?

Environment
Abstraction
and logging

Language 
Semantics
and model

YES

NO
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Logging requirements for Insider Threat 
Specification

OS agnostic

Correct timing of records

Integrity and availability of log data: The 
“observer effect”"

Provide user entity accountability

Accommodate static and dynamic (volatile) 
data
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Logging requirements for Insider Threat 
Specification (2)
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“User x was able to launch 
process b at 16:48:32 
which resulted 
in two connections to 
websites A and B and as a 
result left file 
loic.pro at 16:52:21 in 

user's x Document area” 
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Logging requirements for Insider 
Threat Specification (3)

Sample of existing logging/audit engines:
Syslogd, WinSyslog, RFC 5424
OpenXDAS, Cisco MARS
-Event Data Warehouse, Arc Sight Logger 4 

Most of these solutions are geared towards network and 
application security events and/or data audit compliance.

They do not meet all of the previous requirements.
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Logging requirements for Insider 
Threat Specification (4)

Volatile data versus a collection of timeordered volatile data.
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Logging User Actions in Relational Mode - LUARM

Prototype Insider Threat Specification logging engine 
to:

Satisfy the previously mentioned requirements.

Allow researchers to replay/study insider 
incidents

Insider logging forensic capability

http://luarm.sourceforge.net

Insider Threat Specification Logging 
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LUARM publication
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Insider Threat Specification Logging (2) 
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LUARM architecture
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Insider Threat Specification Logging (3) 
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fileops procops netops hardwareops

Text
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Find all accesses of the file 'prototype.ppt' by users 
'toms' OR 'georgem' between 9:00 and 14:00 hours 
on 23/10/2009.

SELECT * FROM fileinfo WHERE filename='prototype.ppt' AND 
((username='toms') OR (username='georgem')) AND cyear='2009' 
AND cmonth='10' AND cday='23' AND chour >= '9' AND chour <= '13' 
AND cmin >= '0' AND cmin >= '59';

Find all USB devices that were physically connected  
to the system when users 'toms' OR  'georgem' wer
e logged on 23/10/2009.

SELECT * from hwinfo WHERE devbus='usb' AND ((userslogged 
RLIKE 'toms') OR (userslogged RLIKE 'georgem')) AND cyear='2009' 
AND cmonth='10' AND cday='23' AND chour >= '9' AND chour <= '13' 
AND cmin >= '0' AND cmin >= '59';
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LUARM query examples
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The Insider Threat Model 

Describes the taxonomy of insider misuse and the threat 
evaluation process.
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The Insider Threat Model (2)

Describes how one can measure user sophistication as a 
threat metric.
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The Insider Threat Model (3)
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From LUARM data to a language
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ITPSL publications

Text

Magklaras G., Furnell S. (2012), “The Insider Threat Prediction and Specification 
Language”, Ninth International Network Conference, 11-12 July, Port Elizabeth, South 
Africa.
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Descriptive power for insider misuse 
detection and prediction

Machine and human readable form

LUARM audit record <-> Language semantics

Focused on the domain - Domain Specific 
Language - DSL

Should facilitate the creation of threat 
scenario repositories/ontologies.
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High level language requirements
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Insider Threat Prediction and 
Specification Language (ITPSL)
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Signature
header

with insider scenario 
ontology

Main body that describes 
the elements of the 

scenario/threat
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Example 1:
Pornographic

access 
detection
scenario
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Example 2: ITPSL header for threat prediction
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Example 2:
DDoS attack

initiation
prediction
scenario
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The ITPSL compiler 
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Performing an ITPSL ontology search
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Running an ITPSL signature to the compiler
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LUARM: Have been used in controlled 
experiments and in the real world. Installed 
base to date: 350 users.

ITPSL: In constant development

LUARM: Has successfully resolved more than 
3000 cases of insider misuse: accidental and 
intentional.

Overview of achievements:
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Forensics: I detected/predicted something in 
a reliable manner. Will it stand in a Court of 
Law?

Privacy: How do I ensure I comply with the 
Law and protect the misuse of LUARM data?

Scalability: Hundreds of hosts? Feasible. 
Thousands/millions? 

Universitetet i Oslo - AF Security Seminars - 2012

Current and future research issues

Saturday, April 21, 2012



Questions and 
references 
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georgios.magklaras@plymouth.ac.uk

http://folk.uio.no/georgios
http://luarm.sourceforge.net
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