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MAIN MOTIVATION:

MONEY
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Illegitimate money-making on the Internet

Sell useless or non-existant products via spam

Steal money from financial institutions through phishing-type attacks

Extort money from users and companies, or attack them for money

Create and distribute adware

Click fraud

Sell malware

Steal company secrets

Steal virtual items
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How infection happens

• Mostly via web now. Attachments are becoming more infrequent.

• Uses exploits that cause browsers to autodownload and execute files.

• Not only dubious websites affected, literally all types of websites can 

transmit infection

• This usually done through what is known as an SQL injection attack
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SQL injection

Inject malicious text into web pages by inserting malformed statements 

into web forms, confusing the web database in the background.

Many websites vulnerable.

Used for inserting links to malicious websites into normally innocent 

webpages.

Pages often become half-corrupted, with links in strange places – like 

in title fields etc.
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