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The TCG and the TPM

• What is a Trusted Platform Module (TPM)?

• Tamper resistant device used to provide a basis of a secure 

computing environment

• Many manufacturers: Broadcom, Infineon, Atmel...

• Who makes the specification?

• The Trusted Computing Group (TCG)

• Assurance requirement 6 in Orange book:

• The trusted mechanisms that enforce the basic requirements must be 

continuously protected against tampering and/or unauthorized 

changes.



TPM Architecture basics

 Three basic features provided by the trusted platform [1]:

1. Protected Capabilities

 ”Set of commands with exclusive permission to access shielded 

locations”

 Relates to Orange book’s ”System Architecture” requirement (C2)

2. Integrity Measurement, Logging and Reporting

 ”Measurement is the process of obtaining metrics of platform 

characteristics that affect the integrity”

 Relates to Orange book’s ”System Integrity” requirement (C2)

 ”Logging is storing of integrity metrics in a log for later use”

 Relates to Orange book’s ”Audit” requirement (C2)

 ”Integrity reporting is the process of attesting to integrity measurements”

 Relates to Orange book’s ”System Architecture” requirement (C2)

3. Attestation

 ”Attestation is the process of vouching for the accuracy of information”

 Relates to Orange book’s “Identification and Authentication” requirement (C2)

Nasjonal sikkerhetsmyndighet – Sikre samfunnsverdier 3



TCG Platform Specifications

 Mobile phones and PDA’s

 Servers

 Storage

 PC Clients
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TPM in PC Clients

 The TCG referance architecture for PC Clients
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TPM Registers used in Integrity Measurement
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Secure Boot with the TPM
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TPM Sealing

 Sealing = Access to data is controlled by the state of the platform

 Definitions

 PK = TPM public key

 SK = TPM private key

 DK = Drive encryption key

 After ”fresh” OS install:

1. Encrypt drive using symmetric algorithm with key DK

2. TPM_Seal (DK, state of PCR registers) -> Creates a datablob encrypted with 

PK. Datablob stored on harddrive

 At 5. OS Boot manager:

 TPM_Unseal(datablob) -> Pseudocode executed inside TPM:

1. Decrypt datablob using SK

2. If (state of PCR registers == state of PCR registers in datablob), release DK to OS 

Boot manager
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