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CYBER SECURITY IN THE NORWEGIAN ENERGY 

SECTOR



NVE

Directorate under the Ministry 

of Petroleum and Energy 

Management of the nation’s 

water and energy resources

Flood and accident control 

Maintains the national power 

supply (the Energy Act 1990) 
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Digital value chains
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12 reported cyber incidents in 2016



Cyber security incidents 

(n=88)

51% internet fraud

39% malware infections

Administrative systems

Few incidents in ICS



Why?

Human failures 35%

Lack of security awareness 24%



Dragonfly



Wannacry mot energiselskaper

— West Bengal State Electricity Distribution Company

— Iberdrola 

— Petrobas

— Gas natural

— Petro China Gas stations



Current cyber security regulation

The Energy Act of 1990

Emergency preparedness regulation

Water reservoirs security regulation

Electricity trading and network services regulations
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Securing the digital value

chain

— Modernization

— Restructuring

— Contracts

— Vendors

— Technology innovation



A holistic security framework
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NVE and NSM 

— Reviewing the regulation

— Developing guidelines



How do regulation and audits contributes to increased 

security?

Research and cooperation with industry, universities, associations etc.

Management awareness

A dual-learning process

Law enforcement
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