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About TSOC

The operational part of Security,
Telenor Norway

Kunde 1D - Kunde navn

Two loacations- Arendal and
Fornebu

Network of more than 110 sensors
"Last line of detection”

17 experts with more than 90
years of experience

Customers, partners and
business network worldwide

ymantec 4.3.2.10
trend 8.700-1004 2
avg 8.0.145

Services include: Network security
monitoring (including IDS, IPS,

~
4 \ telenor

Download URLs

hitp:/91.211 65.21 Anstalliws zip (91.211.65.21)
hitp: /81 211 fin.php7url=5&affic=1180
hitp:/181.211 85,
hitp:/74.125.45.101 45.100)

hittp://66.249.91.147/ (66.249.91.147)

hitp: /166 99/ (66.249.91.99)
QOutgoing connection to remote server: 91.211.65.21 TCP port 80
Outgoing connection to remote server: 91 1 TCP port 80
Outgoing connection to remote server: 91 1 TCP port 80
Outgoing connection to remote server: 7 5.100 TCP port 80

Qutgeing connection to remote server. & 1.147 TCP port 80
Qutgoing connection to remote server: 66.249.91 99 TCP port 80

Createperidical 2116521)

e =13affid=11800 (91 211.65.21)

23X

PAK Generic.0el
4 Trojan horse Downloader.Generic8.MLN

hxxp://9i5t.cn/a.js

NBA, log analysis/korrleation),

DDOS mltlgatlon SeCUI"Ity Telenor Sikkerhetssenter - Daglig nyhetsbrev 2011.06.16
V4 il dagens nyhetsbrev:

Warning service, Security tests

etc.

hxxp://9I5T.CN/a.js
hxxp://www.adw95.com/b.js
hxxp://www.banner82.com/b.js
hxxp://www.chliyi.com/m.js
hxxp://www.chliyi.com/reg.js
hxxp://www.dotall.cn/m.js

hxxp://www.nihaoel3.com/1.js
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Statistikk fra «tidenes morgen» ?

Alvorlige hendelser
Telenor SOC

0% av TSOCs kunder har hatt infiserte maskiner siste 100 --—/
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Hvorfor ?

I var:
« Nettsteder som sendte brukere til exploit-kits dvs. «drive-by»

« Annonselgsningen OpenX

« Publiseringslgsningene Joomla og Wordpress
Java
Flash
Adobe Reader

Citadel (basert pa Zbot/Zeus)

Refleksive DDoS angrep
[ eowe.. | [ E&k.. |

|_ Bl thee bt conifiguration i | Bl the bot files-praxy
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#1 - Phishing

£ [R] Tekenor Mime Sefer - Windows Imermet Dxplores [£]
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Phishing hendelse - Telenor Februar/Mars |
Em §= g ) enpnil P

TeECSS [_'—'—ﬁ—“

Registrert pr. 18.3

& . APENBART skal du ikke bekymre deg over ringepriser i Norden.
Aftenposten 17. 3, side 3 ' Derfor ringer du il lik pris i og til hele e o e et e

E24 (ref. Aftenposten)

Aktuell Sikkerhet (ref. Aftenposten)

Radio Norge (intervju) ol — [ R R

NTB Tappet Telenor-

sjefers dataer

P4 (NTB) : ' —
_ei Hackere har tappet datamaskinene til flere
P4.no (NTB) Tappet Telenor sjefers Telenor-sjefer for innhold. - Vi tar det meget

Nettavisen (NTB) d ata m as ki n e r alvorlig, sier Telenors sikkerhetsdirektor som

har anmeldt saken. - Dette er et klart

@ NetCom

f RN s T o eksempel pa malrettet industrispionasje, o & =
Adresseavisen (NTB) sier sikkerhetsdirekter i Telenor, Rune Dyrlie, SplOIleI'te pa TeleIIOI'-S_]efel‘, tﬂmte
Avisen Agder (NTB) | o | TR —— til Aftenposten. Spionasjen ble oppdaget da all e_post Og dataﬁler
. sikkerhetssenteret registrerte uvanlig Fiara sjsfar | Taisnor bis utsatt for omistiends, organisart incusinispionasje ¢
Drammens Tidende (NTB) internettrafikk fra datamaskinene. Men Datamasiingns o temt for 41 Gata Fraasg snmsgts Teenor

INGuStricpionas)s th Kripos.

.. sikkerhetsavdelingen klarte ikke hindre at
Digi.no (NTB) b R . spionene tappet datamaskinene for epost, t“e‘l s‘“‘kel‘met
Stavanger Aftenblad (NTB) : g alle typer filer og passord og andre
\ vy personlige data. (NTB) Forside Pr—— Annonser Kontakt  Wyhetsbrev

Avisa Nordland (NTB)
Dagsavisen (NTB)

is_;:ﬁgﬁ_ﬁg_ﬁﬁfu_s"f|ﬁEN_pi I Spionangrep mot Telenor -sjefer

4 \ Politiet etterforsker omfattende industrispionasie etter at en rekke
» o ieter Telenor sjefer har fat
TV2 Nyhetene 17.8, kl. 18.30 -
‘ OSLO: Hackere har tappet ing g
. ; datamaskinene til flere B ' Tiekketiords didende
Ta ppe . Telenor-SJefers datamaskiner Telenor-sjefer for innhold. - Vi smarkedet Holge Afenposten ble inc [l
tar det meget alvorlig, sier L’;:::L’::{;’;;;;’” el e e e T ]
9| adressa.no @i S Kundservice | Telenors sikkerhetsdirektor L P ——
S som har anmeldt saken. - Dette B o Rune
PUTSs] SPORT KULTUR OKONOMI MENINGER TV NYTTIG ATEA
er etklart eksempel pa malret- Avisen skrver at Telenc
NYllEtEl‘ Oppdraget Trondhem SarTrondelag Nowd-Trandelag Mere op Romsdsl Vet | IRCIANTS [T (e el B LS A T-1g absolutt 3k, deriblant ma
sikkerhetsdirektor i Telenor, - st Tappet Telenor-sjefers
oy Rosoo_ .|| Rune Dyrlie til Aftenposten. TR B reelperrip ] m
™ FALKANGER Spionasjen ble oppdaget da s Aol StOrttikk. fioige Atenpt datamaskiner
i 349,- mes uuuuuuu sikkerhetssenteret registrerte s el Ol (NTE: Spionar appet datasskinens il frs Talhar-sjta fo sit
uvanliginternettrafikk fra e : SISTE 30 +
Tappet Telenor SJefers == datamaskinene. Nyheter -

Tappet Telenor-s oswo
datamaskiner Tappet Telenor-sjefers datamaskiner Tappet Telenor-
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#3 — Passorddumps
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Dropped:

Passed:

Total:

Percent Dropped:

Average Blocked Hosts:

80 Mbps |

-0 Mbps |

§ 40 Mbps |
N 20 Mbps |

0 bps |

None

18:46, Jun 27 Ongoing

1 Minute 5 Minute Summanry

727 Mbps j 2205 Kpps 73.7 Mbps / 223 .9 Kpps 9.6 Mbps [ 29.5 Kpps
117.9 kKbps f 77.8 pps 97.8 Kbps / 70.5 pps 90.6 Kbps f 73 pps
72.8 Mbps / 220.5 Kpps 73.8 Mbps / 223.9 Kpps 9.7 Mbps [ 29.6 Kpps
99.84% 99.87% 99.06%

1 hosts 1.4 hosts 0.9 hosts

Mon 18:00

’ KMon 18:00 Tue 02:00
M Pass bp=s [l Drop bps




Telenors nett - 4.9.2013

Profile Alerts 'DNS' [
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N Select Profile ﬁeﬁe /VS

Clo H

DoS Alert
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Possible Attack %

DoS Alert 2 ) q
Incoming Profiled Protocol UDP Attack e Possible Attack <7

to DN

DoS Alert .03:34
| ng Profiled Prot ttack ( . Possible Attack

DETAILS Period: Today v Units:| bps v Graph Type: Stacked ¥
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Awarness 1
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Awarness 2

g_.ﬂ "L U113 130901 () SIL NRK Nyhetsvarel 1 september.pdf - A30H

File :3_-1 _um_ Window Help

dh

= =

Nyheter ~ v Radio Snarveier ~

NRK > Nyheter >

Nyheter Norge [ Wy

Siste:

Politifolk skutt under utrykning pa Snargya

En politipatrulje ble beskutt og to tienestemenn skal vaere omkommet etter skuddveksiing under utrykning til
Snareya i natt. Politipatruljen var etter det NRK forstir pd vei til et omrade ser for Telenor Arena.

| natt iverksatte Forsvaret mobilisering av
Heimevernet. Hans Majestet Kongens Garde, Telemark
bataljon og Cyberforsvaret har fatt hevet beredskap i
folge kilder i Forsvarsdepartementet.

Mannskapene er i ferd med 3 mote pa sine
fremmotesteder over hele landet.

NRK er blitt gjort kjent med at trusselen i
nordomradene, det ekstremt spente forholdet ti

Khand og den digitale trusselen mot norsk infrastruktur
igger bak mobiliseringen.

; - - ] Nasjonal Sikkerhetsmyndighet, PST og
s ‘{ T I Etterretningstjenesten vil ikke kommentere den

<<, SYSTEM FAI *URE >> digitale trusselen mot Norge.

NRK har grunn til 3 tro at det er bank- og

finansnaeringen som er primarmdlet for den digitale

trusselen. Kilder NRK har snakket med i gruppen
Baln pastar at de «kan lamme veienes,

3
KNISK MELDING @
OVELSE -
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TSOC Network Security Monitoring
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SLWIYy DUURIIGIAD 1wuis

WISEV3

View Timeline View Order by Source_IP Create Periodical
04405001 - Customer Name
SNMP response udp 11 X
View Timeline View Order by Source_IP Create Periodical
04700301 - Customer Name
/ ET TROJAN Zeus Bot GET to Google checking Internet connectivity
ET MALWARE Common Adware Library ISX User Agent Detected
FILE-OTHER libxmi2 file processing long entity overflow attempt
FILE-OTHER Microsoft Windows Vista Feed Headlines Gagdet code execution attempt
FILE-PDF EmbeddedFile contained within a PDF
INDICATOR-OBFUSCATION Malvertising redirection attempt - script
BLACKLIST User-Agent known malicious user-agent string NSISDL/1.2 X
View Timeline View Order by Source_IP Create Periodical
04701701 - Customer Name
ET TROJAN Zeus CnC Checkin POST to Config.php 11 X
BROWSER-IE Microsoft Internet Explorer colgroup tag uninitialized memory exploit attempt 11 X
View Timeline View Order by Source_IP Create Periodical
04701705 - Customer Name
ET TROJAN Zeus CnC Checkin POST to Config.php
SANDMAN MAG2 Alarm
ETPRO TROJAN Win32/Forcud.A Spam Bot Checkin
View Timeline View Order by Source_IP Create Periodical
04702601 - Customer Name
/ ETPRO WORM Worm.Win32.Morto.A Propagating via Windows Remote Desktop Protocol
ET TROJAN MS Terminal Server User A Login, possible Morto inbound
EXPLOIT-KIT Blackhole possible email Landing to 8 chr folder
SNMP response udp

FILE-OTHER Microsoft Windows Vista Feed Headlines Gagdet code execution attempt

ET MALWARE Common Adware Library ISX User Agent Detected
TSOC WORM Unusually fast Terminal Server Traffic, Potential infection
FILE-PDF EmbeddedFile contained within a PDF
View Timeline View Order by Source_IP Create Periodical
04702801 - Customer Name
SNMP response udp 22 X
FILE-OTHER Microsoft Windows Vista Feed Headlines Gagdet code execution attempt 11 X
View Timeline View Order by Source_IP Create Periodical
04702802 - Customer Name
EXPLOIT Sun Directory Server LDAP denial of service attempt 11 X
SNMP response udp 11 X
ET MALWARE Systemdoctor.com/Antivir2008 related Fake Anti-Virus User-Agent (AntivirXP) 11 X
View Timeline View Order by Source_IP Create Pericdical
04702901 - Customer Name
EXPLOIT-KIT Blackhole possible email Landing to 8 chr folder
BROWSER-IE Microsoft Internet Explorer colgroup tag uninitialized memory exploit attempt
INDICATOR-OBFUSCATION Malvertising redirection attempt - script
SNMP response udp
EXPLOIT HP Data Protector Express DtbCisLogin buffer overflow attempt
Blacklist ZT Blacklist




SLWIYy DUURIIGIAD 1wuis

WISEV3

View Timeline View Order by Source_IP Create Periodical
04405001 - Customer Name
SNMP response udp 11 X
View Timeline View Order by Source_IP Create Periodical
04700301 - Customer Name
/| ET TROJAN Zeus Bot GET to Google checking Internet connectivity
ET MALWARE Common Adware Library ISX User Agent Detected
FILE-OTHER libxmi2 file processing long entity overflow attempt
FILE-OTHER Microsoft Windows Vista Feed Headlines Gagdet code execution attempt
FILE-PDF EmbeddedFile contained within a PDF
INDICATOR-OBFUSCATION Malvertising redirection attempt - script
BLACKLIST User-Agent known malicious user-agent string NSISDL/1.2 X
View Timeline View Order by Source_IP Create Periodical
04701701 - Customer Name
ET TROJAN Zeus CnC Checkin POST to Config.php 11 X
BROWSER-IE Microsoft Internet Explorer colgroup tag uninitialized memory exploit attempt 11 X
View Timeline View Order by Source_IP Create Periodical
04701705 - Customer Name
ET TROJAN Zeus CnC Checkin POST to Config.php
SANDMAN MAG2 Alarm
ETPRO TROJAN Win32/Forcud.A Spam Bot Checkin
View Timeline View Order by Source_IP Create Periodical
04702601 - Customer Name
/ ETPRO WORM Worm.Win32.Morto.A Propagating via Windows Remote Desktop Protocol
ET TROJAN MS Terminal Server User A Login, possible Morto inbound
EXPLOIT-KIT Blackhole possible email Landing to 8 chr folder
SNMP response udp

FILE-OTHER Microsoft Windows Vista Feed Headlines Gagdet code execution attempt

ET MALWARE Common Adware Library ISX User Agent Detected
TSOC WORM Unusually fast Terminal Server Traffic, Potential infection
FILE-PDF EmbeddedFile contained within a PDF
View Timeline View Order by Source_IP Create Periodical
04702801 - Customer Name
SNMP response udp 22 X
FILE-OTHER Microsoft Windows Vista Feed Headlines Gagdet code execution attempt 11 X
View Timeline View Order by Source_IP Create Periodical
04702802 - Customer Name
EXPLOIT Sun Directory Server LDAP denial of service attempt 11 X
SNMP response udp 11 X
ET MALWARE Systemdoctor.com/Antivir2008 related Fake Anti-Virus User-Agent (AntivirXP) 11 X
View Timeline View Order by Source_IP Create Pericdical
04702901 - Customer Name
EXPLOIT-KIT Blackhole possible email Landing to 8 chr folder
BROWSER-IE Microsoft Internet Explorer colgroup tag uninitialized memory exploit attempt
INDICATOR-OBFUSCATION Malvertising redirection attempt - script
SNMP response udp
EXPLOIT HP Data Protector Express DtbCisLogin buffer overflow attempt
Blacklist ZT Blacklist




04700301 - Telenor gult nett Bulk Log
W' ET TROJAN Zeus Bot GET to Google checking Internet connectivity Wooo -u
Table is ordere by CID desc Statistics

cID Time Source_IP Port DNS WHOIS Destination_IP Port DNS WHOIS Prot Pass

L T 11390124 2012.09.28-09:47:06 SB148.119.212.238 52149 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390123 2012.09.28-09:47:05 SB148.119.212.238 52148 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390122 2012.09.28-09:47:00 SB148.119.212.238 52146 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390121 2012.09.28-09:47:00 SB148.119.212.238 52145 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390120 2012.09.28-09:46:55 SB148.119.212.238 52143 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390119 2012.09.28-09:46:55 SB148.119.212.238 52142 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390118 2012.09.28-09:46:49 SB148.119.212.238 52140 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390117 2012.09.28-09:46:49 SB148.119.212.238 52139 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390116 2012.09.28-09:46:44 SB148.119.212.238 52138 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390115 2012.09.28-09:46:44 SB148.119.212.238 52137 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390111 2012.09.28-09:41:44 SB148.119.212.238 52113 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390110 2012.09.28-09:41:44 SB148.119.212.238 52112 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390109 2012.09.28-09:41:38 SB148.119.212.238 52111 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390108 2012.09.28-09:41:38 SB148.119.212.238 52110 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390107 2012.09.28-09:41:33 SB148.119.212.238 52108 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390106 2012.09.28-09:41:33 SB148.119.212.238 52107 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390105 2012.09.28-09:41:27 SB148.119.212.238 52106 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390104 2012.09.28-09:41:27 SB148.119.212.238 52105 TELENOR.C... TELENOR NORGE ... D 074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390103 2012.09.28-09:41:22 SB148.119.212.238 52104 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390102 2012.09.28-09:41:22 SB148.119.212.238 52103 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390096 2012.09.28-09:36:22 SB148.119.212.238 52074 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390095 2012.09.28-09:36:22 SB148.119.212.238 52073 TELENOR.C... TELENOR NORGE ... D 074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390094 2012.09.28-09:36:16 SB148.119.212.238 52072 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390093 2012.09.28-09:36:16 SB148.119.212.238 52071 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390092 2012.09.28-09:36:11 SB148.119.212.238 52070 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass




04700301 - Telenor gult nett Bulk Log
W' ET TROJAN Zeus Bot GET to Google checking Internet connectivity Wooo -u
Table is ordere by CID desc Statistics

C Time Source_IP Port DNS WHOIS Destination_IP Port DNS WHOIS Prot Pass

L @2012.09‘28-09:47:06 SB148.119.212.238 52149 TELENOR.C... TELENOR NORGE ... D 074.125.232.056 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
LTI 2012.09.28-09:47:05 SB148.119.212.238 52148 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390122 2012.09.28-09:47:00 SB148.119.212.238 52146 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390121 2012.09.28-09:47:00 SB148.119.212.238 52145 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390120 2012.09.28-09:46:55 SB148.119.212.238 52143 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390119 2012.09.28-09:46:55 SB148.119.212.238 52142 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390118 2012.09.28-09:46:49 SB148.119.212.238 52140 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390117 2012.09.28-09:46:49 SB148.119.212.238 52139 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390116 2012.09.28-09:46:44 SB148.119.212.238 52138 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390115 2012.09.28-09:46:44 SB148.119.212.238 52137 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390111 2012.09.28-09:41:44 SB148.119.212.238 52113 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390110 2012.09.28-09:41:44 SB148.119.212.238 52112 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390109 2012.09.28-09:41:38 SB148.119.212.238 52111 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390108 2012.09.28-09:41:38 SB148.119.212.238 52110 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390107 2012.09.28-09:41:33 SB148.119.212.238 52108 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390106 2012.09.28-09:41:33 SB148.119.212.238 52107 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390105 2012.09.28-09:41:27 SB148.119.212.238 52106 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390104 2012.09.28-09:41:27 SB148.119.212.238 52105 TELENOR.C... TELENOR NORGE ... D 074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390103 2012.09.28-09:41:22 SB148.119.212.238 52104 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390102 2012.09.28-09:41:22 SB148.119.212.238 52103 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390096 2012.09.28-09:36:22 SB148.119.212.238 52074 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390095 2012.09.28-09:36:22 SB148.119.212.238 52073 TELENOR.C... TELENOR NORGE ... D 074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390094 2012.09.28-09:36:16 SB148.119.212.238 52072 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390093 2012.09.28-09:36:16 SB148.119.212.238 52071 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390092 2012.09.28-09:36:11 SB148.119.212.238 52070 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass




DATA PAYLOAD

474554202f 776562 68702048 54 54 50 2f
312e310d0a416363 6570743a202a2f 2a GET /webhp HTTP/
0d0a436f 6666 6563 7469 6f 6e 332043 6¢ 1.1..Accept: */*
6f 73650d02557365 722d4167656e74 3a - -Connection: Cl
204d 6f 7369 6c 6c 61 2f 34 2e 30 20 28 63 6f “:le' ‘ﬁe;:ge”‘t:
6d70617469626c65 3b204d5349452037 mpgiiblz: i
2e303b2057696e 64 6f 777320 4e 542036 .0; Windows NT 6
2e313b2054726964 656e742f 34 2e303b ‘1. Trident/4.0;
20534c4343323b20 2e4e455420434c 52 SLCC2: .NET CLR
20322e302e353037 32373b202e4e4554 2.0.50727; .NET
20434c5220332e35 2e33303732393b20 CLR 3.5.30729;
2e4e455420434c52 2033 2e 30 2e 333037 .NET CLR 3.0.307
32393b204d656469 612043656e 746572 29; Media Center
20504320362 303b 20 2e 4e 4554 34 2e 30 PC 6.0; .NET4.0
433b202e4e455434 2e30453b 2049 6e 66 C; .NET4.0E; Inf
6f 506174682e333b 20546162 6c 657420 oPath.3; Tablet
504320322e30290d 0a486f 7374322077 PC 2.0)..Host: w
7777 2e 67 6f 6f 676¢c 65 2e 6e 6f 0d0a43 61 ww.google.no..Ca
6368652d436f 6e 74 72 6f 6¢ 3a 20 6e 6f 2d Cheéc"”tmt’ o=
63616368650d0a43 6f 6f 6b69 65322050 ;;;7;6;58:8;971205
5245463d49443d64 3063386237323062 Elead7d: 330600
363161616537343a 553d333364366430 129428c0: FF-0:
3132393432663861 63303a46463d303a TM=1340021859: LM
544d3d3133343030 32313835393a4c4d =1347705693: S=9n
3d31333437373035 3639333a533d396e OFZGb j_BavO2XW;
4f 465247 626a5f 42 617630325857 3b20 NID=63=HV1VmRkMC
4e49443d36333d48 5631566d526b4d43 ftlkos-Pz5pDRUcO
66 74 6c 6b 6f 732d50 7a35704452556330 hoOVi GkznCDBFjWL
68304f 5669476b7a 6e 434442466a576¢c K2k JkhDHxXQNu15m
4b326b4a6b684448 78585157 756¢ 356d SQWAXTAQx6vAlyxF
53515741786c4151 7836763469797846 N7uD82Kugyq40wzD
4e37754438324b75 677971344f 577a44 DLZcG2FHVLgY jhk7
444c 526347324648 764c 6759 6a 68 6b 37 35PNtWMSBgBEKtmC
3335504e74574d53 3867 38454b746d63 Jv-Bg8L. ..
6a762d4267384c0d 0a0d0a

IP HEADER TCP HEADER

Sensor Source port
Eventid Destination port
Snort Signature ID TCP_Sequence

Snort Signature Rev 6 TCP_ACK
Timestamp 2012.09.28-09:47:06 TCP_OFF
Source IP 148.119.212.238 TCP_RES
Destination IP 074.125.232.056 TCP_FLAGS
IP Version TCP_WIN
IP Header Length TCP_CSUM
IP TOS TCP_URP
IP LEN

IPID

FLAGS

Offset

TTL

Protocol

CheckSum

ooocoooooo

~
telenor




04700301 - Telenor gult nett Bulk Log
W' ET TROJAN Zeus Bot GET to Google checking Internet connectivity Wooo -u
Table is ordere by CID desc Statistics

cID Time Source_IP Port DNS WHOIS Destination_IP Port DNS WHOIS Prot Pass
01390124 2012.09.28-09:47:06 SB148.119.212.238 52149 TELENOR.C... TELENOR NORGE ... D 074.125.232.056 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390123 2012.09.28-09:47:05 SB148.119.212.238 52148 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390122 2012.09.28-09:47:00 SB148.119.212.238 52146 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390121 2012.09.28-09:47:00 SB148.119.212.238 52145 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390120 2012.09.28-09:46:55 SB148.119.212.238 52143 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390119 2012.09.28-09:46:55 SB148.119.212.238 52142 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390118 2012.09.28-09:46:49 SB148.119.212.238 52140 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390117 2012.09.28-09:46:49 SB148.119.212.238 52139 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390116 2012.09.28-09:46:44 SB148.119.212.238 52138 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390115 2012.09.28-09:46:44 SB148.119.212.238 52137 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390111 2012.09.28-09:41:44 SB148.119.212.238 52113 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390110 2012.09.28-09:41:44 SB148.119.212.238 52112 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390109 2012.09.28-09:41:38 SB148.119.212.238 52111 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390108 2012.09.28-09:41:38 SB148.119.212.238 52110 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390107 2012.09.28-09:41:33 SB148.119.212.238 52108 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390106 2012.09.28-09:41:33 SB148.119.212.238 52107 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390105 2012.09.28-09:41:27 SB148.119.212.238 52106 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390104 2012.09.28-09:41:27 SB148.119.212.238 52105 TELENOR.C... TELENOR NORGE ... D 074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390103 2012.09.28-09:41:22 SB148.119.212.238 52104 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390102 2012.09.28-09:41:22 SB148.119.212.238 52103 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390096 2012.09.28-09:36:22 SB148.119.212.238 52074 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390095 2012.09.28-09:36:22 SB148.119.212.238 52073 TELENOR.C... TELENOR NORGE ... D 074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390094 2012.09.28-09:36:16 SB148.119.212.238 52072 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390093 2012.09.28-09:36:16 SB148.119.212.238 52071 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390092 2012.09.28-09:36:11 SB148.119.212.238 52070 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass




CID
01390124
L 11390123

B (] (e (] (e () (] (e (e (e (e (] (e e (e (e ] (] (] [
| o o o o o o o o o o o o o o o o o o o o oo

11390122
11390121
11390120
11390119
11390118
11390117
11390116
11390115
11390111
11390110
11390109
11390108
11390107
11390106
11390105
11390104
11390103
11390102
11390096
11390095
11390094
11390093
11390092

Time

2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09
2012.09.28-09

tnst.no

FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC,, U...
FOOGLE INC., U...
FOOGLE INC., U...
BOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
BOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
FOOGLE INC., U...
BOOGLE INC,, U...

FOOGLE INC., U...

Bulk Log

90 0o o BINY

Statistics

Prot Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
TCP Pass
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04700301_148.119.212.238_074.125.232.056_20120928094656_20120928094716.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help

Bl & & B X C & Q 3T 4 EElaaafP @ME XK
Filter:| |E Expression... Clear Apply
No. ITime ‘ Source | Destination | Proktocol | Info
196 11.018409 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
191 11.018415 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
192 11.6033281 148.119.212.238 74.125.232.56 TCP 52149 > http [ACK] 5eq=556 Ack=8284 Win=64448 Len=0
193 11.033287 148.119.212.238 74.125.232.56 TCP 52149 > http [ACK] 5eq=556 Ack=11868 Win=64440 Len=0
194 11.6033511 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
195 11.033520 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
196 11.033528 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
197 11.833534 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
198 11.833553 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
199 11.6033559 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
200 11.048517 148.119.212.238 74.125.232.56 TCP 52149 > http [ACK] 5eq=556 Ack=13932 Win=64440 Len=0
201 11.048573 148.119.212.238 74.125.232.56 TCP 52149 > http [ACK] 5eq=556 Ack=16796 Win=64440 Len=0
202 11.048586 148.119.212.238 74.125.232.56 TCP .. 52149 = http TACK] Seg=556 Ack=19660 Win=64448 Len=0

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

= Ethernet II, Src: Crossbea 2b:2e:32 (00:03:d2:2b:2e:32), Dst: ALLl-HSRP-routers 14 (€0:00:8c:07:ac:14)
= Internet Protocol, Src: 148.119.212.238 (148.119.212.238), Dst: 74.125.232.56 (74.125.232.56)

= Transmission Control Protocol, Src Port: 52143 (52143), Dst Port: http (8@), Seg: 8, Len: @

BpBee ©6 86 6c B7 ac 14 60 83 d2 2b 2¢ 32 6B 60 45 80 ........ siid suEa
0019 ©0 34 65 73 40 00 79 06 00 35 94 77 d4 ee 4a 7d .des@.y. .5.w..J}
0020 e8 38 cb af 00 50 9 0@ dc 32 60 00 00 60 8O @2 v ] e e
30 28 68 21 ¢7 66 80 62 64 85 b4 61 83 83 82 81 61 S eSS e S

@ [File: "/home/cfl/Desktop/0470030... |5 /Packets: 264 Displayed: 264 Marked: 0 Load time: 0:00.068 2 Profile: Default




| | 04700301_148.119.212.238_074.125.232.056_20120928094656_20120928094716.pcap - Wireshark

‘Eile Edit View Go Capture Analyze Statistics Telephony Tools Help

ey aEXC &l T4 EEaaaR @EEE X @

: Filter: | |E Expression... Clear Apply
No. ‘Time | source | Destination | Protocol | Info
190 11.018409 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
191 11.018415 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
192 11.033281 148.119.212.238 74.125.232.56 TCP 52149 > http [ACK] Seq=556 Ack=8204 Win=64440 Len=0
193 11.633287 148.119.212.238 74.125.232.56 TCP 52149 > http [ACK] Seq=556 Ack=11068 Win=64440 Len=0
194 11.033511 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
195 11.633520 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
196 11.033528 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
1 197 11.033534 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
198 11.033553 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
199 11.033559 74.125.232.56 148.119.212.238 TCP [TCP segment of a reassembled PDU]
200 11.048517 148.119.212.238 74.125.232.56 TCP =13932 Win=64440 Len=0
201 11.048573  148.119.212.238 74.125.232.56 TCP e AL =16796 Win=64440 Len=0
202 11.048586 148.119.212.238 74.125.232.56 TCP Ignore Packet (toggle) I=19660 Win=64440 Len=0
> Frame 200: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) SetTime Reference (toggle)
= Ethernet II, Src: Crossbea 2b:2e:32 (00:03:d2:2b:2e:32), Dst: All-HS b
b Internet Protocol, Src: 148.119.212.238 (148.119.212.238), Dst: 74.1 Manually Resolve Address
= Transmission Control Protocol, Src Port: 52149 (52149), Dst Port: ht Apply as Filter » FEN: B
Prepare a Filter -
Conversation Filter >
Colorize Conversation >
: i [
Follow TCP Stream
Copy [
Decode As...
0608 06 00 Bc B7 ac 14 69 63 d2 2b 2e 32 68 00 45 0O 2 Print...
C ac e 32 86 B8 4088 ........ .F. 5 =
8919 B9 23 65 c5 48 80 7086 FF ce 04 77 dé ee 4a 7d  .(e.@.y. .. M o PacketinNEwNindcn

0828 e8 38 cb b5 08 50 T3 ea 9 68 62 c1 62 c6 50 1@ .§...P.. .hb.b.P.
0036 fb b8 c9 1e 0O €0 0O B8 00 GO GO @O  ........

@ [File: "/home/cfl/Desktop/0470030... 5| Packets: 264 Displayed: 264 Marked: 0 Load time: 0:00.068 l:lProfile: Default




% 04700301_148.119.212.238_074.125.232.056_20120928094656_20120928094716.pcap - Wireshark

File Edit View Go Capture 5nalyze Statistics Telephony Tools Help

= & e

Filter:

' teps

No. Tim

200 llj

201 11.4

282 11.4

203 11.1

284 11.(

205 11.0

286 11.(

H 207 11.0

288 11.(

209 11.0

2168 11.¢

211 11 4

212 11.4

= Frame 200
= Ethernet
i+ Internet
B Transmiss

go0e 00 oo
gele ©0 28
0020 e8 38

QA3 F & I[F

Follow TCP Stream

ZRC=

Stream Content

Baaaf @@mn K @

GET /webhp HTTP/1.1

Accept: */%

Connection: Close

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.8; SLCC2; .NET CLR 2.8.58727; .NET CLR
3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E; InfoPath.3; Tablet PC 2.8)

Host: www.google.no

Cache-Control: no-cache

Cookie: PREFZIDZdBCBb?2Hb6laae?4:U=33d6d@12942fﬁac@:FFZH:TH=134@H21859:LH=134??95693:S=9nUFZij_BaUB2XH;
NID=63=HV1VmRKkMCTtlkos-

Pz5pDRUcBhB0ViGkznCDBF jWlK2kIkhDHxX0Wul5mSQWAx L AQx6v41yxFN7uD82Kugyq40WzDDLZcG2FHVLGY jhk735PNtWMSBgBEKtmcjv-Bg8L

HTTP/1.1 288 OK

Date: Fri, 28 Sep 2812 09:47:06 GMT
Expires: -1

Cache-Control: private, max-age=6
Content-Type: text/html; charset=UTF-8
Server: gws

X-XS5-Protection: 1; mode=block
X-Frame-Options: SAMEORIGIN
Transfer-Encoding: chunked

Connection: Close

loea

<ldoctype html=<html itemscope="itemscope" itemtype="http://schema.org/WebPage"><head><meta htip-equiv="X-UA-
Compatible" content="IE=edge"=><meta content="text/html; charset=UTF-8" http-equiv="content-type"=<meta
itemprop="image" content="/images/google favicon 128.png"=<title=Google</title=<script=window.google=
{kEI:"GnJ1UMXwE-jY4QSmqYDYDQ" ,getEIl: function(a){var b;while(a&&! (a.getAttribute&&(b=a.getAttribute
("eid"))})}a=a.parentNode; return b||google.kEI},https:function(}{return

window.location.protocol=="https:"}, KEXPI:"17259,24878,27400,28290,28663,30316,35703,38940,39523,39977,40558, 400011
6,4000354,4000461,4000472,4000530,4000545,4000553,4000648,4000768,4000833,4000841,4000974,4001007,4001098,4001128,480
81192" ,kCSI1:
{e:"17259,24878,27400,28290,28663,30316,35703,38940,39523,39977.460558,4000116, 4000354, 4000461, 4000472, 4000530, 400054

|Eind || Save As HErintH Entire conversation (75791 bytes) | v ‘O ASCIl © EBCDIC O Hex Dump © CArrays ® Raw

| Filter Out This Stream ‘ | Close

w7

90630 Tb b8 c5 1e 60 60 60 60 00 60 8O B ...,

@|File: "/home

cfl/Desktop/0470030... 5/ Packets: 264 Displayed: 88 Marked: 0 Load time: 0:00.007 [ Profile: Default




04700301 - Telenor gult nett Bulk Log
W' ET TROJAN Zeus Bot GET to Google checking Internet connectivity Wooo -u

Table is ordere by CID desc Statistics
cID Time Source_IP Port DNS WHOIS Destination_IP Port DNS WHOIS Prot Pass
Q 11390124 2012.09.28-09:47:06 SB148.119.212.238 52149 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
T 11390123 2012.09.28-09:47:05 SB148.119.212.238 52148 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390122 2012.09.28-09:47:00 SB148.119.212.238 52146 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390121 2012.09.28-09:47:00 SB148.119.212.238 52145 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390120 2012.09.28-09:46:55 SB148.119.212.238 52143 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390119 2012.09.28-09:46:55 SB148.119.212.238 52142 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390118 2012.09.28-09:46:49 SB148.119.212.238 52140 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390117 2012.09.28-09:46:49 SB148.119.212.238 52139 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390116 2012.09.28-09:46:44 SB148.119.212.238 52138 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390115 2012.09.28-09:46:44 SB148.119.212.238 52137 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390111 2012.09.28-09:41:44 SB148.119.212.238 52113 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390110 2012.09.28-09:41:44 SB148.119.212.238 52112 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390109 2012.09.28-09:41:38 SB148.119.212.238 52111 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390108 2012.09.28-09:41:38 SB148.119.212.238 52110 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390107 2012.09.28-09:41:33 SB148.119.212.238 52108 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390106 2012.09.28-09:41:33 SB148.119.212.238 52107 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390105 2012.09.28-09:41:27 SB148.119.212.238 52106 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390104 2012.09.28-09:41:27 SB148.119.212.238 52105 TELENOR.C... TELENOR NORGE ... D 074.125.232.048 80  GOOGLE.CO... GOOGLE INC., U...  TCP Pass
L T 11390103 2012.09.28-09:41:22 SB148.119.212.238 52104 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390102 2012.09.28-09:41:22 SB148.119.212.238 52103 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass
L T 11390096 2012.09.28-09:36:22 SB148.119.212.238 52074 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390095 2012.09.28-09:36:22 SB148.119.212.238 52073 TELENOR.C... TELENOR NORGE ... D 074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390094 2012.09.28-09:36:16 SB148.119.212.238 52072 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390093 2012.09.28-09:36:16 SB148.119.212.238 52071 TELENOR.C... TELENOR NORGE ...  D074.125.232.048 80  GOOGLE.CO... GOOGLE INC.,, U...  TCP Pass
L T 11390092 2012.09.28-09:36:11 SB148.119.212.238 52070 TELENOR.C... TELENOR NORGE ...  D074.125.232.056 80  GOOGLE.CO... GOOGLE INC,, U...  TCP Pass




LOG SNORT EVENT

ASCII PAYLOAD

Insert New Pz5pDRUCcOhOOVI

Event ID 11390124 GET, /webhp HTTP/1.1[CRI[LEIAccept: */*
Analyst: cfl [LFIUser-A Mozilla/4.0 (compati
. m—— 3.0.30729; Media Center HR i N H Path.3; Ta
L1 ZU12:09.26-09.47.00 THost: www.goagle-nalGRIILEIGachs-Cantral: ne:cachslGR]
HOuRCS DESTRNATEON d0cBb720b61a2e74:1
148.119.212.238 : (52149 074.125.232.056 : (80 05693:3=9n0FZGb]_B:
RUcOhDOVIGken COBFWIK2kIkhDHx ISMSQW AxIAQxEv4iyxFN7UDS2Ku
TELENOR.COM GOOGLE.COM gyq40WzDDLZcG2FHVLgYihk7 35PNEW gBEKtmMCiv-BaBLIGRI[LEIIGRI[LE]
Lookup Lookup
TELENOR NORGE AS, NO GOOGLE INC., US
Lookup Lookup
LOG DETAILS
Description Protocol description
ET TRQJAN Zeus Bot GET to Goagle checking Internet connectiyity. Infisert |PC 2.0) ) ST T A
klient. Anbefaler retanking. Host: www.gnogle.ng
Cache-Control: no-cache Insert selected || First 60B || Query
Cookle:
PREF=ID=d0c8b720b61aae74:1)=33d6d012942f8ac0: FF=0:TM=13400218
Red ~lltcp ~| & Swap source/destination 59:LM=1347705693:5=9n0OFZGbj_Bav02XW;

NID=63=HV1VmRkMCftlkos-

GkznCDBFjWIK2kJKkhDHxXQWul5mSQWAxIAQx6v4iyxFN

7uD82Kuqu4owZDDLZCGZ_FHVLQYJhI-<735?\It‘."MSSg8EKtmcjv—BgSLI

14
0.8
0.6
044
0.24
a T T T T T T T T T T T T T T
14 12 12 11 10 Q 2 7 =] 5 4 2 2 1 o
SID 4700301 SOURCE DESTINATION 2012.09.28-07:12:56
CID 11389547 148.119.212.238 65284 092.047.185.035 80 pkj TCP
SIGGENID 1 TELENOR.COM TELECOM.KZ
TIME 2012.09.28-07:03:12 TELENOR NORGE AS, NO JSC KAZAKHTELECOM, KZ ET TROJAN Zeus POST

= pr day |ast 14 days

14 12 12 11

s

Operator logged event(s) last 20 days with source/destination ip in (148.119.212.238,074.125.232.056).

ET TROJAN Zeus POST Request to CnC - URL agnostic { SID: 2013976 - REV: 10)

POST /cock/upload.php HTTR/1.1 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCCZ; .NET CLR 2.0.50727; .NET
CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E; InfoPath.3; Tablet PC 2.0) Host: johnsonblog8123hbsd.com Content-Length:
119 Connection: Keep-Alive Cache-Control: no-cache

[S0IrWiibYéiy oBYéjlig[5I]uz@ @NAYUNAKIGOD«IC/[DC2]PD7LUENA#CE[ESCIrARZiZ2NA3 @ 6[CANT 1A[SUB]E 0 Eqtioty@E2 -4iX[FS1épia-1%M[DC3ICU.2Vy'C3
[ESCle-[SUB][[BEL]U

Request to CnC - URL agnostic

—_—
telenor




Link til kundeark for 04700301

Hei,

ET TROJAM Zeus Bot GET to Google checking Internet connectivity. Infisert klient. Anbefaler retanking.

Classification : 5 (Red)

Sensor 1 04700301

Event time 1 2012.09.28-09:47:06(UTC)
Source IP : 148.319.212.238 : 52145

: TELENOR. COM
: TELENOR NORGE AS, NO
Destination IP : 074.125.232.056 : 80

GOOGLE. COM
: GOOGLE INC., US
Description : ET TROJAN Zeus Bot GET to Google checking Internet connectivity. Infisert klient. Anbefaler retanking.

Protocol info

GET /webhp HTTR/1.1

Accept: */%

Connection: Close

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR 2.0.506727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4,0C;
Host: www.google.no

Cache-Control: no-cache

.NET4.CE; InfoPath.3; Tablet PC 2.0)

Cookie: PREF=ID=d0c8b720b6laae74:=33d6d012942f8ac0: FF=0: TM=1340021859: LM=1347705693: S=9n0FZGbj_Bav02¥W; NID=63=HV1VmRkMCftlkos-PzSpDRUcChO0ViGkznCDBF] WLK2k JkhDHx XOWUl SmSOWAXL AQxEv 41y xFN7uD82Kugy q40WzD

Mvh.
Christian

Soclog
Insert into soclog |

A

SID : 04700301, Code: 5, 2012.09.28-09:47:06(UTC)

Source: 148.119.212.238 : 52149, TELENOR.COM, TELENOR NORGE AS, NO

Dest : 074.125.232.056 : 80, GOOGLE.COM, GOOGLE INC., US

Desc : ET TROJAN Zeus Bot GET to Google checking Internet connectivity. Infisert klient. Anbefaler retanking.

-
telenor
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