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Intro

• Encap, BankID, BSK – what is this?
• Protocol requirements
• Encap process with input from

– Manufacturers, Standards, Customer 
Requirements, output: Software

– Encap's requirement to the mobile 
platform
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Encap secure transport 
requirements

• End-to-end security between mobile 
and server

• No weak algorithms or ciphers
• Run on user's mobiles
• Standard protocol



Encap support for MIDP 2.0 
mobiles

• Average mobile phone life time is 
1.8 years

• 2003 – MIDP 2.0 models launched
• 2004 – more MIDP 2.0 models. 

Certificate fragmentation. 
• 2005 – cert. frag. stabilizes
• 2006 – Encap supports “Verisign”
• 2007 - first MIDP 2.1 models 





MIDP 2.0 HTTPS problems 
and solutions

• Web server certificate check fails...
– Inspect certificate

• WTLS 1.1 is not end-to-end (proxy)
– WTLS is disabled by client check

• Weak TLS/SSL algorithms/chiphers
– Disabled in web server configuration
– Disabled by client check

• Sun MIDP SSL reference 
implementation has low entropy



MIDP 2.0 HTTPS - Web 
server certificate check

• What if client check of server 
certificate fails (name check, date 
check or root cert) - use cases 
download and activation/auth.?
– MIDP spec: “CertificateException may 

be thrown” ...
– Sony Ericsson OSE: ...
– Sony Ericsson UIQ3 (M600): ...
– Nokia Series 40: ...
– Nokia Series 60 (N73): ...



MIDP 2.0 HTTPS - Web 
server certificate check

• Root cert. missing (Comodo CA)
– Go to https://www.commfides.com/ 

a) WAP browser (download), b) Java MIDlet
– Nokia N73 (S60): a) Continue? b) Continue?
– Nokia 6085 (S40): a) Continue? b) Exception: 

Certificate Library Error
– Sony Ericsson W910 (JP8): a) Continue? b) 

Continue?
– Sony Ericsson M600 (SJP3): a) Continue?, b) 

Continue?

https://www.commfides.com/


MIDP 2.0 HTTPS - Web 
server certificate check

• Name check fails (Commfides' IP)
– Go to https://79.135.0.39/ 

a) WAP browser (download), b) Java MIDlet
– Nokia N73 (S60): a) Continue? x 2, b) Continue?
– Nokia 6085 (S40): a) Continue? x 2, b) 

Exception: Certificate Library Error
– Sony Ericsson W910 (JP8): a) Continue? X 2, b) 

Continue? x 1
– Sony Ericsson M600 (SJP3): a) Continue?, b) 

Continue?

https://79.135.0.39/


MIDP 2.0 HTTPS - Web 
server certificate check

• Summary: Many Encap supported 
mobiles allow the user to continue 
when certificate check fails.
– Countermeasure: Inspect certificate 

details in Java client. Abort with error 
message if name mismatch or invalid 
date.

– Countermeasure (future): Sign server 
URL and verify signature against 
compiled-in certificate, abort if it fails.





MIDP 2.0 HTTPS – WTLS 1.1 
prevention

• Application check on mobile: If 
HTTPS connection is protocol 
version 1.1 (WTLS), exit with error
– Check on Sony Ericsson OSE and UIQ, 

Nokia Series 40
• Nokia S60 before 3rd Ed FP1 (e.g. Nokia 

N73) has a bug KIJ000450 that prevents 
protocol version check. Nokia: fixed in 
newer releases of S60 (3rd Ed. FP1, FP2, ..)



MIDP 2.0 HTTPS – WTLS 1.1 
prevention code

            // security info is not mandatory in MIDP 2, this is best try

            SecurityInfo securityInfo = httpsConnection.getSecurityInfo();    

            if (securityInfo != null) {                

               securityInfo.getProtocolVersion());                

                if ("WTLS".equals(securityInfo.getProtocolName())) {

                    throw new IOException("Protocol name WTLS is not allowed");

                }

                if ("1".equals(securityInfo.getProtocolVersion())) {

                    throw new IOException("Protocol version 1 is not allowed");

                }

            } 





MIDP 2.0 HTTPS – Weak 
TLS/SSL algorithms/ciphers
• Weak algorithms and < 128 bits 

encryption should be disabled in 
web server configuration:
– Apache config file directives [2]:

• SSLProtocol    +TLSv1 +SSLv3
• SSLCipherSuite HIGH:MEDIUM

>= 128bits
 encryption

ciphers
TLS or SSL v.3



MIDP 2.0 HTTPS – Weak 
TLS/SSL algorithms/ciphers
• Sample log from Encap's test 

environment – connection fails:
$ openssl s_client  connect 
test.encap.no:443 cipher LOW

CONNECTED(00000003)
27628:error:14077410:SSL 
routines:SSL23_GET_SERVER_HELLO:s
slv3 alert handshake 
failure:s23_clnt.c:578:



MIDP 2.0 HTTPS – Weak 
TLS/SSL algorithms/ciphers 

    private final static String[] notAcceptableCipherSuites = {

        "TLS_NULL",             //"TLS_NULL_WITH_NULL_NULL"

        "TLS_RSA_WITH_NULL",    //"TLS_RSA_WITH_NULL_MD5", "TLS_RSA_WITH_NULL_SHA",

        "TLS_RSA_EXPORT",       //"TLS_RSA_EXPORT_WITH_RC4_40_MD5", 
"TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5", "TLS_RSA_EXPORT_WITH_DES40_CBC_SHA",

        "TLS_RSA_WITH_IDEA",    //"TLS_RSA_WITH_IDEA_CBC_SHA",        

        "TLS_RSA_WITH_DES",     //"TLS_RSA_WITH_DES_CBC_SHA",

        :

    };

        String cipherSuite = securityInfo.getCipherSuite();

        for (int i = 0; i < notAcceptableCipherSuites.length; i++) {

            if (cipherSuite.startsWith(this.notAcceptableCipherSuites[i])) {

                throw new HttpsConnectionException("Cipher suite not allowed: " + cipherSuite,

                        CIPHER_SUITE);

            }

        }





MIDP 2.0 HTTPS – Sun 
reference implementation

• HTTPS random generator in kSSL is 
predictable, uses current time [1][2]

• Real mobiles examined [2]
– Nokia 6600 (S60 2nd Ed, Symbian 7): 

Attack not successful
– Sony Ericsson P900 (Symbian 7): 

Attack not successful.

• No successful attacks on mobiles 
reported per 2008-08-18



Sun's SSL Reference 
Implementation (PhoneME)
com/sun/midp/crypto/PRand.java:

final class Prand extends SecureRandom  {

    private static byte[] seed = { // Should be true random

        (byte) 0xC9, (byte) 0x0F, (byte) 0xDA, (byte) 0xA2,

        (byte) 0x21, (byte) 0x68, (byte) 0xC2, (byte) 0x34,

        (byte) 0xC4, (byte) 0xC6, (byte) 0x62, (byte) 0x8B,

        (byte) 0x80, (byte) 0xDC, (byte) 0x1C, (byte) 0xD1};

:

    private void updateSeed() {

      long t = System.currentTimeMillis();

      update_digest_based_on_current_digest_and_time();

    }

} // is predictable, if system clock is known



Is Sun SSL RI vulnerability 
present? - Encap's method

• Previous results [1][2]
• Simple class name indications 

(Https and Random classes)
• Manufacturer's statements (Sun, 

Nokia, Sony Ericsson)
• Simple test MIDlet (and server)



MIDP 2.0 HTTPS – Sun MIDP 
reference implementation

• Indications (Class names)
– Native

• Nokia 6085: com.sun.midp.io.j2me.https.Protocol
• SonyEricsson W660 : 

com.sonyericsson.jnw.io.https.Protocol

– Symbian
• SonyEricsson M600:   

com.symbian.midp.io.protocol.http.HttpsConnectio
nNative

• Nokia N73 : 
com.symbian.midp.io.protocol.http.HttpsConnectio
nNative





TLS/SSL protocol [5]
Nonces

RSA: Client generated Premastersecret 
encrypted with server's public key



TLS/SSL protocol [5]



TLS/SSL protocol

• Theory: If client.random (Nc) is 
based on system clock, resetting 
the clock and running a TLS/SSL 
connection should give the same 
value for client.random

• Test MIDlet “MobileHttpsRandom” 
waits until nearest 10s, measures 
time HTTPS connection opened.



MobileHttpsRandom

• To see if some mobiles have 
predictable random values, we 
reset the clock and inspect the 
client.random values a) in a HTTPS 
server MIDlet, b) in a HTTPS server 
on PC. For a) the inspection of the 
random values was displayed on 
mobile, for b) examined on server. 
Results: ...



MobileHttpsRandom test 
setup a

HttpsClient

HttpsServer

The Bank     HttpsClient

HttpsServer

Https
Client
Https
Server

JP S60 S40



Https
Client

MobileHttpsRandom test 
setup b

Https
Client

The Bank     Https
Client

Https
Client

Https
Server

JP S60 S40

Sun WTK



MobileHttpsRandom - 
Sample output

• Sat Jan 31 23:24:12 CET 2009: no.riiber.server.httpsrandom.HttpsServer: listening on 
0.0.0.0/0.0.0.0:4443

• Sat Jan 31 23:24:55 CET 2009: no.riiber.server.httpsrandom.HttpsServer: connection from /
212.17.144.230

• Sat Jan 31 23:24:56 CET 2009: inputBytes: 16 03 01 00 2f 01 00 00 2b 03 01 00 84 cc 4e 5b e3 
5a 11 59 f9 55 39 94 99 e2 b1 bc 0b 12 45 91 cb 35 88 2b 6b 15 06 95 b5 2e 67 00 00 04 00 04 
00 05 01 00

• Sat Jan 31 23:24:56 CET 2009: class 
no.riiber.server.httpsrandom.TlsRecord[contentType=22,version=[03 01],length=47]

• Sat Jan 31 23:24:56 CET 2009: class 
no.riiber.server.httpsrandom.TlsClientHello[handshakeType=1,length=43,version=[03 
01],random=class no.riiber.server.httpsrandom.TlsRandom[gmt_unixTime=[8703054][Sat Apr 
11 18:30:54 CET 1970][00 84 cc 4e],randomBytes=[5b e3 5a 11 59 f9 55 39 94 99 e2 b1 bc 0b 
12 45 91 cb 35 88 2b 6b 15 06 95 b5 2e 67]]]

• Sat Jan 31 23:24:56 CET 2009: no.riiber.server.httpsrandom.HttpsServer: listening on 
0.0.0.0/0.0.0.0:4443

• Sat Jan 31 23:24:57 CET 2009: no.riiber.server.httpsrandom.HttpsServer: connection from /
212.17.144.230

• Sat Jan 31 23:24:57 CET 2009: Request: GET /?
userAgent=SonyEricssonK750i/R1DB001&timeOpenCalled=1233439820001&timeOpenRet
urned=1233439820064 HTTP/1.1



MobileHttpsRandom results

– Sun WTK: a) Same random values after 
4 runs, b) same random values after 4 
runs. This is "proof of the pudding".

– Nokia 6085: a)Different random 
values. b) Different random values.

– Nokia N73: a)Different random values, 
difficult to get same time. b) "Invalid 
JAR file" when trying to download 
signed MIDlet. Should be retested on 
S60, with "Allow internet access" 
enabled, e.g. on N70, E60 or 6110.



MobileHttpTest results

– Sony Ericsson M600i: a) Unable to 
connect to local MIDLet, b) Unable to 
get time for when open URL 
called/returned same for two different 
runs, because mobile always prompts 
for "Allow Internet Access?".

– Sony Ericsson K800i: a) Unable to 
connect to local MIDlet, b) Different 
random values.

– Sony Ericsson K750i: As for K800i. Ca. 
10 runs.



MobileHttpTest results

• Summary: None of the real mobiles 
have shown that the random value 
can be predicted by resetting the 
system clock. 
– Nokia S40
– Sony Ericsson
– Nokia S60, Sony Ericsson UIQ: Difficult 

to get the same time in two tests.
• Test with Native Symbian?



Platform becomes 
vulnerable

• Solution: Server checks the user-
agent and rejects the request if 
user-agent found in the server 
blacklist.
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