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Storm – first peer-to-peer botnet

Old method
● IRC-server 
● Specific chat-channels and run commandoes 

via these.
● Spread via exploits in webservers and 

networksprotokolls.



02/23/09 3



02/23/09 4

Peer-to-Peer - continued
● No central command-server
● Harder to track
● Client and server in one
● Information between nodes/bots not sent 

directly but published by a bot based on a 
derivate common to the bots

● Filtered/subscribed to by the other bots again 
based on that common derivate

● Common identificator = same information 
received
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Peer-to-peer - cont.
● The peer-to-peer system matches published 

information objects to subscribers and delievers 
the requested information to the customer
The weakness or rather what proved to be the 
Akkillevs heel for Storm was the 
unauthenticated communication sent between 
the bots. 

● Authentication was implicit, meaning the 
information a subscriber received was assumed 
to be correct
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Expantion
● New bots created needed built-in information on 

how to connect to and receive info from the 
other nodes

● IP-addresses for excisting nodes, service ports 
and application specific connectivity info.
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Vectors for spreading
● ecard.exe
● First phase: binary sent by email
● Second phase: link sent by email, link to site 

containing packs of exploits, i.ex. Mpack
● If vulnerable browser version -> run specific 

exploits -> binary dropped on computer
● Binary dropped changed MD5 every minute on 

server
● Rootkits for all binaries
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Communication protocols
● First version of Storm: OVERNET

P2P distributed hash table routing protocol  
used by Edonkey

● Second version of Storm: Stormnet
OVERNET + 40 byte XOR encryption on all 
messages
But still used unauthenticated communication
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Storm
● Sensational and tragic news:

“230 people killed by the storm Kyrill 
in Europe in January 2007”

● Creative and good timing:
“Valentine”-cards sent right before Valentine's 
Day
“Christmas”-cards sent right before Christmas
etc.
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Storm dies out...

MSRT 
Microsoft's Malicious Software Removal Tool
→ Wiped out Storm

● July 2007: 20% of all spam sent around the 
world came from the Storm-botnet

● September 2008: No more spam
Reasons: Partly MSRT partly other plans
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But
● Storm not only used for spamming you and me
● Estonia under virtual siege in April 2007
● Background: removal of russian 2nd World War 

monument in Tallinn
● First DdoS (Distributed denial of Service) on 

estonian news sites and spamming to fill their 
storage servers

● Storm-botnet used to carpet-bomb estonian 
infrastructural sites with several different 
network-traffic inhibiting data
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No bandwidth for you
● The force of the attack was doubled at least 

200 percent on the third day peaking with four 
million bytepacks per second with the result of 
hogging the entire estonian bandwidth.
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Waledac
● Storm new and improved:

How many americans were at the presidential 
acceptance to see Obama?
How many americans wanted to buy something 
with Obama's face on it?
How many americans wanted to hear his 
speech one more time?
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Obama netshop

_store.greatobamaguide .com_
_store.superobamadirect .com_
_www.greatobamaguide .com_
_www.greatobamaonline .com_
_www.superobamaonline .com_

Free to the american public:
speech.exe, obama.exe
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A few tech details

Speech.exe ~ W32/Waledac.A
Obama.exe ~ W32/Waledac.A

● New tricks adopted:
Built-in algorithm to generate not yet bought 
and not yet excisting domains

Why?
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Takedown and costs
● Malicious links → send it to a friend who talks to 

other friends in the hosting country → takes 
time and cost money

● Many different possible sites to take down → 
takes more time and cost money for 
researching companies to buy the possible 
domains before the bad guys do it

● Only one domain needed to issue commands to 
entire botnet
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Waledac evolves
● Authenticated communication
● Steals information, encrypts it and sends it here

# 116.122.25.144
# 116.16.203.123
# 116.254.87.118
# 116.73.41.45
# 116.74.181.12
randomly of course
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More functionality
● End processes 

(AV- and monitoring- related ones)
● Update the worm
● Download files
● Send spam
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Why change a winning receipe?

Which day is the upcoming Saturday, 
14th of February?
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Valentine's Day

This week:
This is you Valentine card ~ Valentine.exe
Valentine lovely love ~ ValentineLove.exe
Even more love
etc

ILOVEYOU = W32/Loveletter, May 4th 2000
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Fool me once...

Waledac will have some success for three 
reasons:
1. People are suckers for love and greeting-
cards
2. They will update the domain-calculation 
algorithm on a regular basis
3. They use fast-flux
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Fast flux
● Fast flux service networks are networks of 

compromised computer systems with public 
DNS (Domain Name Servers) records, shifting 
constantly as rapidly as every 30 seconds

● This rapidly changing architecture makes it 
harder to track criminal activity and take down 
domains

● Like tracing a butterfly with chameleon abilities 
and the power to teleport
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Questions?
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