Norman presentation

From Storm to Waledac
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Storm — first peer-to-peer botnet

Old method
e |RC-server

o Specific chat-channels and run commandoes
via these.

» Spread via exploits in webservers and
networksprotokolls.
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~~ NORMAN SANDBOX ANALYZER PRO EDITION 1.33 - (C) 2009 NORMAN ASA - BUILT FOR NORMAN R&D

EAX BPBBEBA1 EBX 12345678 ECX AAHOPPRA EDX ABAABB445 EBP C3BB4F?8 ESP C3BA4F78 SEH 1 7CB2LM18 OA2E:BAA4A402D
ESI 733575B7 EDI C3BB4FC8 DS BB38 ES G636 FS BB30 GS AA3A S5 AA3IA CPAZSTIDO 8686 : ABBEEEBA SUSPENDED BB848088H c:\windows\explorer.exe (>
DRB BEEEEPAR DR1 GAAAPBBA DR2 ARABBBBA DR3 ARABBBAA DRt BEBEEAAA DRY B8B0AEA0 866 : BEBBEEBA SUSPENDED BB8488888 c:“windows\system32-winlogon.exe (>
Process: BAAPEE1IAE Thread: BOABAALS : hoot.exe BEBE : IBPRBARA SUSPENDED BB848808A c: \windows“system32-suchost.exe (>
ThreadScheduler: BABAF?52[N] PageFault=-00000417 BP: FFFFFFFF Cycles: 7780F9?5%9 Tick: 20894488 BE66 - BERERERA SUSPENDED B04800808 c:“windows\system32\services.exe (3
828 :dBBEa2h? = [ringB-s32/10PL:B]1 unknown [EXCEFTION] SUSPENDED B848088A c: \windows“system32:hcsrss.exe (O
BAA92 L7 o pad SUSPENDED BB848808A c: \windows“system32:spoolsv.exe ¢
a8A9? b leave SUSPENDED 08488888 c:windowsssystem32-smss.exe (2
BAART?hY? retn SUSPENDED 88488088 C:\Progra™lsmsnmes“esmsnmsgr.exe (>
AAA99ba c3 retn SUSPENDED 68488080 C:\Progra™isCommon™1sSymant™1sccApp.exe (2
#8899bhh c8BPRRBB enter 8868 . 68 TERMINATED AB4AABAA c:\sample.exe (>
BAA99bhf fF7524 push ss:[dword ptr ebp+24] "Connects to IRC server'@18A TERMINATED B8480AAA hoot.exe (Projectl)
#889%9c2  ££7528 push ss: [dword ptr ebp+281] [BB38:C3PB4FE8 1=1234567801 8B ACTIVE B8400008 hoot.exe (Projectil)
a8a99cs  ££751c push ss: [dword ptr ebhp+icl [BB38:C3AR4FB4 1=C30B4FCE
a8a99c8  ££7518 push s5: [dword ptr ebp+181] [BB38:C3IAB4FEB 1=-DBAA3 A4
a8899ch ££7514 push ss: [dword ptr ebhp+id] [B838:C3AR4FAC 1=C30B4FCEEAH
#869%ce ££7518 push 55 [dword ptr ebp+181] [BB38:C3064FAB 1-080RA3106
#889%2d1  cd2@4c@1B168 UxDCall #AA1 : Bidc
a8a99d7? 83c4il add esp.BBBB6018
a8ea9%da c? leave
AaAA99dh 8945ic mow ss:ldword ptr ebp+icl,.eax [BA38:C2084FB41=-C38B4FC8Creates file C:“UWINDOUS~TEMP“nso3i?4.tmp.
BAA99de c22080 retn 515245 Deletes file C:“WINDOUS~TEMP“nso03174.tmp.
BAA9%el cBABBAAA enter aaea ., Ba Creates file C:“\WINDOUS“system32-\boot.exe.
aaA9%e5 f£7528 push ssi:[dword ptr ebp+281] [AA3A:C30AR4FCH 1=-A00ABPA4Creates file C:~WINDOUWS“system32:rtl6B.hpl.
BAAR99e8 fF7524 push s5:[dword ptr ebp+24] "Connects to IRC server"
AapA9%eh ££7528 push sz [dword ptr ebp+281] [AA3A:C3AR4FB8 1=12345678[ Changes to registry 1
BAA9%ee ff751c push gs:[dword ptr ebp+icl [BA38:C30R4FB4 1=CIAB4FCE8Creates value "hoot'"="C:~WINDOWS system32\hoot.exe" in key "HKLM:Sof tware Microsof t*Wind
BaA99f1  ff7518 push gs: [dword ptr ebp+181 [BA308:C30R4FER 1=DBABA39A4Creates value "hoot" SSHINDOWSNsystem32hboot .exe” in key "HKCU-Sof tware Microsof t*\Wind
AAR99f4 f££7514 push ss:[dword ptr ebp+id]l [BA3A:C3PAR4FAC]=C3AB4FCBAccesses Registry key "HECU-Sof tware“Borland-Locales".
BaA9E? f£7518 push g5 [dword ptr ebp+1B1 [BB38:C30P4FAB 1-0PABA3BPAccesses Registry key "HELM-Sof tware“Borland-Locales'.
nE2 BAA99fa cd2@56801081688 UxDCall BAA1 : @158 Accesses Registry key "HHKCUNSof tware“BorlandsDelphisLocales".
P28 :dBBA%aP@ B83cdle esp.ABB601 e

[ Metwork services 1
BE33 - 4FEB7Z?C8 7C801405 > ["HKERNEL32'ExitThread+c2h] onnects to “irc.data.lt" on port 6667 (TCP>.
FEB77CC 7C801405 > ["KERMEL32!'ExitThread+c2h"] Connects to IRC server.
FEB?7DB 6868000G
FEB??D4 ?FFDFBAa [ Process/window information 1
FEB77DE ABRABBAA Will automatically restart after boot (I’'11 bhe hack...).
FEB77DC 4FEB?7CC Will automatically restart after boot (I'11 be bhack...)>.
FEB77EA ABAOABAA Attemps to open bhoot.exe NULL.
FEB77E4 FFFFFFFF Creates process "hoot.exe'.
FEB77ES 7C825818 > ["KERMEL32!GetCurrentThread+5dh"] Attemps to open hoot.exe NULL.
3 FEBY7EC 7C810808 > ["KERHEL32!OutputDebugitringfA+44h'] Creates process "hoot.exe''.
BB33 : 4FEBY?FA BBBOBEEEA
APILOG VIEW: Process B18B : hoot.exe
HAA419 *==PAGE FAULT : process BxBABAA1AB teip BxBAZE:0@xAA414FF8 accessing page @xBABBA415
HPAA428 *=PAGE FAULT : processz BxBABAE1BB ip BxPBA2B:Bx48003461 accessing page BxABBZASA2
HPAA421 *==PAGE FAULT : process BxBABAA1AB ip BxBA2B:Ax480A3461 accessing page BxBEBZASA1
HPAA422 *==PAGE FAULT : process BxBABAE1BB 1p BxBAA2B:AxBA415FFA accessing page BxBAABA416
HAAE423 ==xPAGE FAULT: proces= B»B000016B ceieip BxBB2B:0xBB416FF8 accessing page BxB0008417
HoRR424 BxPA421457=KERNEL32*GetLocallime (Bx4FE7744B)
HPRR425 BxB0421457=KERNEL32*GetLocalTime (Bx4FE77448>
HPRR426 BxP040135F=-US0CK3I2tUSAStartup (Bx4FE70001 . Bx4FE?72C8>
HPRR427 BxB0419526=USO0CK3 ocket (BxP0PABBH2 . HxHARRRAEA]L . AxBEBBBOAG >
HBRR428 Bx73351B4A=KERNEL32*HeapAlloc (BxARABDRAN, BxPAANEAAN , DxARAAB474)
HPAA429 AxBA481455=US0CK32*gethosthyname (“irc. data.lt">
HPRR438 BxPA4014B1 =USO0CK3 tons (BxB0001ABB>
HPPR431 BxBB4014D2=US0CK32connect (BxBBBBBBBi Bx4FE77434 BxBPPPRA1 6>
HPAA432 —connect port B666T,. [“ICP"1 IP "irc. data.lt"
HPAA433 Bx73351D3B=l USER32'wspr1ntfﬂ (Bx4FE??36C. "Connects to "xs" on port x6d
".Bx7283A329....>
Bx7335347D= =USER32%usprintfA <(Bx73358885.":xs xs #s :tus
Y. Bx?33577DA.. .0
Bx73353491 —USER321usprintfA (Bx?33580C3,":xs %s %s :xs

to Morman Analyzer PRO
Image base BA40BAAA
RUA 884840820

MHumber of breakpoints set: 2

8 executed address at BBZB H8400006-PA460000 [ =]
Gz

Sandbox output: BBEEEEEAZ2 : Malware

andliux output: BBEEBEB4 : Backdoor
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Peer-to-Peer - continued

e No central command-server
e Harder to track
e Client and server In one

* Information between nodes/bots not sent
directly but published by a bot based on a
derivate common to the bots

* Filtered/subscribed to by the other bots again
based on that common derivate

e Common identificator = same information
23ppcelved



Peer-to-peer - cont.

* The peer-to-peer system matches published
iInformation objects to subscribers and delievers
the requested Iinformation to the customer

The weakness or rather what proved to be the
Akkillevs heel for Storm was the
unauthenticated communication sent between
the bots.

* Authentication was implicit, meaning the
Information a subscriber received was assumed
to be correct
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Expantion

e New bots created needed built-in information on
how to connect to and receive info from the
other nodes

» |P-addresses for excisting nodes, service ports
and application specific connectivity info.
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Vectors for spreading

* ecard.exe
* First phase: binary sent by emaill

» Second phase: link sent by emaill, link to site
containing packs of exploits, i.ex. Mpack

* If vulnerable browser version -> run specific
exploits -> binary dropped on computer

» Binary dropped changed MD5 every minute on
server

 Rootkits for all binaries
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Communication protocols

e First version of Storm: OVERNET

P2P distributed hash table routing protocol
used by Edonkey

e Second version of Storm: Stormnet

OVERNET + 40 byte XOR encryption on all
messages

But still used unauthenticated communication
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Storm

» Sensational and tragic news:
“230 people killed by the storm Kiyrill
In Europe in January 2007

» Creative and good timing:

“Valentine”-cards sent right before Valentine's
Day

“Christmas”-cards sent right before Christmas
etc.
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Storm dies out...

MSRT
Microsoft's Malicious Software Removal Tool
— Wiped out Storm

» July 2007: 20% of all spam sent around the
world came from the Storm-botnet

« September 2008: No more spam
Reasons: Partly MSRT partly other plans

02/23/09
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But

e Storm not only used for spamming you and me
» Estonia under virtual siege in April 2007

» Background: removal of russian 2™ World War
monument in Tallinn

* First DdoS (Distributed denial of Service) on
estonian news sites and spamming to fill their
storage servers

e Storm-botnet used to carpet-bomb estonian
Infrastructural sites with several different
~n.Retwork-traffic inhibiting data ”



No bandwidth for you

* The force of the attack was doubled at least
200 percent on the third day peaking with four
million bytepacks per second with the result of
hogging the entire estonian bandwidth.

02/23/09
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Waledac

e Storm new and improved:

How many americans were at the presidential
acceptance to see Obama?

How many americans wanted to buy something
with Obama's face on It?

How many americans wanted to hear his
Speech one more time?

02/23/09 13



Obama netshop

_store.greatobamaguide .com_
_store.superobamadirect .com__
_www.greatobamaguide .com__

_www.greatobamaonline .com_
_www.superobamaonline .com_

Free to the american public:
speech.exe, obama.exe

02/23/09
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A few tech detalls

Speech.exe ~ W32/Waledac.A
Obama.exe ~ W32/Waledac.A
* New tricks adopted:

Built-in algorithm to generate not yet bought
and not yet excisting domains

Why?

02/23/09
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Takedown and costs

* Malicious links — send it to a friend who talks to
other friends in the hosting country — takes
time and cost money

* Many different possible sites to take down —
takes more time and cost money for
researching companies to buy the possible
domains before the bad guys do it

* Only one domain needed to iIssue commands to
entire botnet
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Waledac evolves

* Authenticated communication
« Steals information, encrypts it and sends it here
# 116.122.25.144
# 116.16.203.123
# 116.254.87.118
# 116.73.41.45
# 116.74.181.12
randomly of course
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More functionality

* End processes
(AV- and monitoring- related ones)
* Update the worm

 Download files
» Send spam

02/23/09
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Why change a winning receipe?

Which day Is the upcoming Saturday,
14™ of February?

02/23/09
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Valentine's Day

This week:
This Is you Valentine card ~ Valentine.exe

Valentine lovely love ~ ValentineLove.exe
Even more love
etc

ILOVEYOU = W32/Loveletter, May 4™ 2000

02/23/09

20



Fool me once...

Waledac will have some success for three
reasons:

1. People are suckers for love and greeting-
cards

2. They will update the domain-calculation
algorithm on a regular basis

3. They use fast-flux

02/23/09
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Fast flux

e Fast flux service networks are networks of

compromised computer systems with pu
DNS (Domain Name Servers) records, s
constantly as rapidly as every 30 seconc

nlic
nifting

S

* This rapidly changing architecture makes it
harder to track criminal activity and take down

domains

 Like tracing a butterfly with chameleon abillities

and the power to teleport

02/23/09

22



02/23/09

Questions?

23



Sources:

http://en.wikipedia.org/wiki/Storm_botnet
http://www.icann.org/en/committees/security/sac025.pdf
http://www.honeynet.org/papers/ff/
http://www.wired.com/politics/security/magazine/15-09/ff _estonia?currentPage=1
http://www.honeyblog.org/junkyard/paper/storm-leet08.pdf
http://www.hardware.no/artikler/storm-botnettet_forsvinner/57032
http://blog.threatfire.com/2009/01/ongoing-waledac-botnet-and-spam.html

http://www.honeynet.org/papers/ff/
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