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Social Media:
a Paradigm Shift in Identity Management

Before: user 1:1 _
credential service
M Service Providers issue/manage identity
B Users obtain/manage one identity per service
_ _ user many:many _
SOClaI MEdIa credential Service

B Service Providers reuse 3 Party identities

B Users reuse their existing identity for new services
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Benefits:
Service Providers

|ldentity Management is outsourced to social media operators

_ Before Social Media

Registration

X -
Support X B
(lost password)
Securing X B
Password Store
Cost per User High Very Low
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Benefits:
Users

_ Before Social Media

Register

Remember
Password

Recover
Password

Cost per
Service

for every Service

for every Service

often
(remember many
different Passwords)

High
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“Socilal Identities” have a
limited Domain of Application

_ remain out
Trust in Leaall of reach
Identity B?r?c?i n)g;

Transactions

social media tomorrow

social media today

Passwords Tokens Security
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http://pixabay.com/en/burglar-crime-criminal-theft-thief-157142/
Uploaded	10/22/2013
Statistics 	343   74   3
Size 	1329 x 1920   (261.0 KB)
License 	Public Domain CC0
Source	Website
Release information 	Unknown 


http://dienus.deviantart.com/art/mask-off-198673368
 mask offby dienus
Photography / People & Portraits / Expressive

Details

Submitted on
    February 24, 2011
Image Size
    3.8 MB
Resolution
    2848×4288

Link
Thumb
Embed
Stats

Views
    767 (3 today)
Favourites
    7 (who?) 
Comments
    1
Downloads
    60

Camera Data

Make
    NIKON CORPORATION
Model
    NIKON D90
Shutter Speed
    1/40 second
Aperture
    F/8.0
Focal Length
    62 mm
ISO Speed
    160
Date Taken
    Feb 8, 2011, 5:30:43 AM
Software
    Adobe Photoshop CS5 Windows

Shop For This Camera
License
Creative Commons License
Some rights reserved. This work is licensed under a
Creative Commons Attribution-Noncommercial-No Derivative Works 3.0 License.



Trusted and Secure ldentities exist,

but are locked into the old paradigm
/—W—\

Single service,
significant effort,
not worth while!

Too costly,
too small user base,
maximum one type
if really necessary

SerV|ce Prowder

How can trusted identities be used
with the new paradigm?
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http://www.flickr.com/photos/76029035@N02/6829448375/in/photostream/
License
    Attribution Some rights reserved by Victor1558 
Download
    Download the Large 1024 size of this photo (All sizes of this photo are available for download under a Creative Commons license) 
 Victor1558
01 (339)
Man with adhesive notes in his office
      11,447
      February 6, 2012
Attribution 2.0 Generic (CC BY 2.0)


Teen girl working on Laptop
To see more work by this model, license this image, obtain it in a larger size, 
or see more of our youth photography please visit our site links below.
Image © pictureYouth
August 23, 2009
http://www.flickr.com/photos/45688888@N08/10276417513/in/photostream/



Objective for User

Number of necessary old paradigm social media

Credentials

low trust services high trust services

Number of Services
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Objective for Service Provider

B The targeted user base has many different existing secure token types.
W Example: European Marketplace of Services
Many different national elDs

B The cost of supporting a large number of token types must be contained.

Cost

old paradigm

Number of Token Types
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How?: Transformer
that matches any ID to any Service

Tay,,

most convenient
token for user

i Fronnboder
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single
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http://en.wikipedia.org/wiki/File:Rack001.jpg
Description 	
English: A typical server rack, commonly seen in colocation.
Date 	20 July 2007
Source 	Own work
Author 	Jfreyre
Licensing:
I, the copyright holder of this work, hereby publish it under the following licenses:
GNU head 	Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.2 or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of the license is included in the section entitled GNU Free Documentation License.
w:en:Creative Commons
attribution share alike 	This file is licensed under the Creative Commons Attribution-Share Alike 3.0 Unported, 2.5 Generic, 2.0 Generic and 1.0 Generic license. 
    You are free:
        to share – to copy, distribute and transmit the work
        to remix – to adapt the work
    Under the following conditions:
        attribution – You must attribute the work in the manner specified by the author or licensor (but not in any way that suggests that they endorse you or your use of the work).
        share alike – If you alter, transform, or build upon this work, you may distribute the resulting work only under the same or similar license to this one.
You may select the license of your choice.

http://en.wikipedia.org/wiki/File:Bill_Bixby_The_Magician_1973.JPG
Description 	
Photo of Bill Bixby as Tony Blake from the television program The Magician.
Date 	
Source 	eBay item
photo front
[http://i.ebayimg.com/t/Lot-3-ORIGINAL-Press-Photos-NBC-Television-Magician-Bill-Bixby-/00/s/MTIwMFgxNjAw/$(KGrHqN,!nkE9cy9Gs(MBP(rMEgvNg~~60_57.JPG press release
Author 	NBC Television
Syntax error in Template:Information: “]1973 and only lasted one season.
”    The photo has no copyright markings on it as can be seen in the links above.
    United States Copyright Office page 2 "Visually Perceptible Copies The notice for visually perceptible copies should contain all three elements described below. They should appear together or in close proximity on the copies.
    1 The symbol © (letter C in a circle); the word “Copyright”; or the abbreviation “Copr.”
    2 The year of first publication. If the work is a derivative work or a compilation incorporating previously published material, the year date of first publication of the derivative work or compilation is sufficient. Examples of derivative works are translations or dramatizations; an example of a compilation is an anthology. The year may be omitted when a pictorial, graphic, or sculptural work, with accompanying textual matter, if any, is reproduced in or on greeting cards, postcards, stationery, jewelry, dolls, toys, or useful articles.
    3 The name of the copyright owner, an abbreviation by which the name can be recognized, or a generally known alternative designation of owner.1 Example © 2007 Jane Doe."
Licensing
PD-icon.svg 	This work is in the public domain in that it was published in the United States between 1923 and 1977 and without a copyright notice. Unless its author has been dead for several years, it is copyrighted in jurisdictions that do not apply the rule of the shorter term for US works, such as Canada (50 p.m.a.), Mainland China (50 p.m.a., not Hong Kong or Macao), Germany (70 p.m.a.), Mexico (100 p.m.a.), Switzerland (70 p.m.a.), and other countries with individual treaties. See this page for further explanation.

http://en.wikipedia.org/wiki/File:Harumphy.Quad_ii.jpg
Description 	
English: Quad II power amplifier. Photo taken by User:Harumphy February 20th, 2006.
Date 	20 February 2006 (original upload date)
Source 	Transferred from en.wikipedia; transferred to Commons by User:Liftarn using CommonsHelper.
Author 	Original uploader was Harumphy at en.wikipedia
Permission
(Reusing this file) 	
CC-BY-SA-3.0-MIGRATED; Released under the GNU Free Documentation License.
Licensing:
[[:en:User:{{{1}}}|{{{1}}}]] at the English language Wikipedia, the copyright holder of this work, hereby publishes it under the following license:
GNU head 	Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.2 or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
Subject to disclaimers.
w:en:Creative Commons
attribution share alike 	This file is licensed under the Creative Commons Attribution-Share Alike 3.0 Unported license. Subject to disclaimers. 	
    You are free:
        to share – to copy, distribute and transmit the work
        to remix – to adapt the work
    Under the following conditions:
        attribution – You must attribute the work in the manner specified by the author or licensor (but not in any way that suggests that they endorse you or your use of the work).
        share alike – If you alter, transform, or build upon this work, you may distribute the resulting work only under the same or similar license to this one.
This licensing tag was added to this file as part of the GFDL licensing update.
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http://en.wikipedia.org/wiki/File:Donald_Pleasence_Allan_Warren_edit.jpg
Artist 	
[show]Allan Warren Link back to Creator infobox template wikidata:Q533799
Title 	Donald Pleasence
Description 	
English: Portrait of Donald Pleasence in London.
Date 	1973
Notes 	The following changes were applied to this restoration: local sharpness increased (according to depth of field), highlights slighty recovered, blemished/stains/dust removed, cloning in damaged areas, top and bottom cropped.
Source/Photographer 	User:Allan warren's archive
Permission
(Reusing this file) 	
OTRS Wikimedia
	The permission to use this work has been archived in the Wikimedia OTRS system. It is available here for users with an OTRS account. If you wish to reuse this work elsewhere, please read the instructions at COM:REUSE. If you are a Commons user and wish to confirm the permission, please leave a note at the OTRS noticeboard.
Ticket link: https://ticket.wikimedia.org/otrs/index.pl?Action=AgentTicketZoom&TicketID=4540671
Other versions 	
    File:Donald Pleasence Allan Warren.jpg - original jpg
Licensing:
I, the copyright holder of this work, hereby publish it under the following licenses:
w:en:Creative Commons
attribution share alike 	This file is licensed under the Creative Commons Attribution-Share Alike 3.0 Unported license. 	
    You are free:
        to share – to copy, distribute and transmit the work
        to remix – to adapt the work
    Under the following conditions:
        attribution – You must attribute the work in the manner specified by the author or licensor (but not in any way that suggests that they endorse you or your use of the work).
        share alike – If you alter, transform, or build upon this work, you may distribute the resulting work only under the same or similar license to this one.
GNU head 	Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.2 or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of the license is included in the section entitled GNU Free Documentation License.
You may select the license of your choice.
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w:en:Creative Commons
attribution share alike 	This file is licensed under the Creative Commons Attribution-Share Alike 3.0 Unported, 2.5 Generic, 2.0 Generic and 1.0 Generic license. 
    You are free:
        to share – to copy, distribute and transmit the work
        to remix – to adapt the work
    Under the following conditions:
        attribution – You must attribute the work in the manner specified by the author or licensor (but not in any way that suggests that they endorse you or your use of the work).
        share alike – If you alter, transform, or build upon this work, you may distribute the resulting work only under the same or similar license to this one.
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CC-BY-SA-3.0-MIGRATED; Released under the GNU Free Documentation License.
Licensing:
[[:en:User:{{{1}}}|{{{1}}}]] at the English language Wikipedia, the copyright holder of this work, hereby publishes it under the following license:
GNU head 	Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.2 or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
Subject to disclaimers.
w:en:Creative Commons
attribution share alike 	This file is licensed under the Creative Commons Attribution-Share Alike 3.0 Unported license. Subject to disclaimers. 	
    You are free:
        to share – to copy, distribute and transmit the work
        to remix – to adapt the work
    Under the following conditions:
        attribution – You must attribute the work in the manner specified by the author or licensor (but not in any way that suggests that they endorse you or your use of the work).
        share alike – If you alter, transform, or build upon this work, you may distribute the resulting work only under the same or similar license to this one.
This licensing tag was added to this file as part of the GFDL licensing update.
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    You are free:
        to share – to copy, distribute and transmit the work
        to remix – to adapt the work
    Under the following conditions:
        attribution – You must attribute the work in the manner specified by the author or licensor (but not in any way that suggests that they endorse you or your use of the work).
        share alike – If you alter, transform, or build upon this work, you may distribute the resulting work only under the same or similar license to this one.
GNU head 	Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.2 or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of the license is included in the section entitled GNU Free Documentation License.
You may select the license of your choice.
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Decentralized Identity Management
Ecosystem -- DIME

B Service Providers use identity services to amplify their outreach to users
B Free market for identity and trust services:
® Competition of multiple vendors
™ Vendors can adapt to their market
M Legislation
B Language
B Multiple trust-schemes can co-exist and be combined in SP’s policy
B Only centralized component: existing Domain Name System
W Global registry of unique names
W Locate services from global root

W Trust Infrastructure explicitly DNS-based
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The FuturelD Infrastructure Overview

A Decentralized Identity Management Ecosystem -- DIME
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Credential Issuers (CIs)
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Types of Enrollment

offline online
enroliment enroliment
Credential Credentlal
issuer issuer
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Types of Identities

certified by
authority

Credential
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self-claimed
reputation-based
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Users with Multiple Credentials
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Service Providers (SPs)
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Interaction-Style 1.

Some SPs can directly consume

user credentials

no intermediary
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Credential Transformers (CTs):
Type 1: existing Identity Providers

d
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Interaction-Style 2:

Authentication with existing ldentity
Provider

e |dP transforms:
Y Sp user credential
\ g .
/! \ to session credential

cT / IdP | 7 SP SP
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Credential Transformers (CTs):
Type 2: FuturelD Brokers

user and/or session session
credential(s) credential

SP

SP
CT [T SP

convert format

C SP
al 5P » | L OAuth -> SAML
cT SAML -> WS-*
CcT

Cl SP .
[%L cl T 5P convert semantics
Cl ( cognome -> lastname
[T | CT_] | cT SP _
d >P filter
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Interaction-Style 3:

Authentication with existing ldentity
Provider and one/several Brokers

e |dP transforms:
user credential
to session credential

e Broker transforms:
« format that SP
can consume
* less privacy exposure
e etc

SP and IdP need not
support the same
federation dialect

Within the limits of trust, any
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Who Controls Authentication Process?

SP

Whom to trust:
e user credentials (cis)
e (Ts

Auth. Flow:

(within limits of trust)
e« which user credential

e which CTs
« which attributes to
disclose
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‘rust Scheme Authorities (TSA) and
‘rust Infrastructure

SP/User Trust Issues:

SA
TSA N :
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TSA Sp trustworthiness
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CT al cT Sp

cl CcT
cl T T 5P -
cl l-m i Trust Scheme Authorities:
cr | e | —L¢r SP

SP * regulation and oversight
cl
cT cT T « certify Cls and CTs
8 Py ) & . « define groups of Cls/CTs

® o « ECqualified

o ® 2 o certificates
& ® S - STORK level 3

a credentials

e Privacy-friendly CTs

* X % 7
* -
FUtureID : FuturelD Consortium T
* X uture onsortuu FuturelD is partly funded by EU FP7 under GA n°318424
*




Steps of Authentication

B High-level view:
® Authentication is done in 6 steps
M User-centric design
B Avoids unnecessary intermediates
B Intermediates chosen by user

M User is in control

B can also abort authentication

Trust

User
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Authentication: Step 1
SP requests authentication for user

B Unauthenticated user requests
resource

B SP issues a FuturelD authentication
request (FAR) to user:

M Credentials it can directly
consume

Trust M Trusted credentials / CTs

B Required identity attributes
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Authentication: Step 2
user adds own resources to FAR

B User complements FuturelD
authentication request:

B available credentials

Credential
name = elID1
issuer = govl
format = eID.govi.vers2
providedattributes
userId.nationallyUnique .natlGov
TrUSt firstHame
lastHame
date0fBirth
consentedAttributes
userId.nationallyUnique .pseudonym

Service Provider Firsthame

age

Credential

name = bID1

issuer = bank1

format = bankID.bank1

providedAattributes
userId.nationallyUnique .natlGov
firstName
lastName
accountdumber

consentedAttributes
userId.nationallyUnique .pseudonym

firstName
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e
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Authentication: Step 3
Generation of possible Authentication Plans

B User’s local or remote
Authentication Solver:

-ﬂaﬁ B Find possible
i ﬂturem l authentication plans
ﬂ Broker

Trust
1dP1 B2
@ Service Provider elD1 | o — s | e |-
N User
\ FAR %ﬁm IdP1 B1 sp
\_l - ID1 | = |
1dP2
elD2 bIDc | sp —
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Authentication: Step 4
User selects Best Authentication Plan

B User selects best authentication plan
or aborts

B which credential to use

B which intermediates are
trusted

B which attributes to disclose

Trust
Service Provider e B2
L2l el | 1 N | sp —
e 1dP1 | |81 SP
| S I ey ey = ||
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Authentication: Step 5
Execution of Authentication Plan

B User’s local or remote Authentication
Executor:

B communicates with CTs

FutureIDll

Broker

B obtains a final session
credential

Trust

[ Service Provider]
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Authentication: Step 6
Presentation of Session Credential

B User presents final session credential

to SP.
-ﬂaﬁ B SP verifies and serves resource to
i FutureIDl user.
Trust
ﬂ]—_l ‘[ Service Provider
\ \ User : requested resource L
— ®
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Vorführender
Präsentationsnotizen
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The FuturelD’s Approach to Privacy Is
Evolutionary

B Reuse of existing user-bases, investments, agreements
W Existing elDs/credentials
W Existing IdPs, infrastructures (STORK)

W EXxisting Services (easy for SPs to participate)
M Fixes for biggest concerns

B Ease transition to/roll-out of revolutionary approaches

W Support of Attribute Based Credentials (privacy ABCS)
m ABCA4Trust

® |IBM’s Identity Mixer (Idemix)

B Microsoft's uProve

B IRMA (smart card implementation of idemix algorithms)
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Concerns with Government elDs

B Unique Identifier

B Excessive disclosure of attributes

B FuturelD Broker:
W Derivation of sector- or service-specific pseudonyms
M Filtering of attributes
™ Derivation of attributes:
B Nationality -> EU-citizen
M Date of Birth -> 18 or older

* X % 7
* -
FUturelD E FuturelD Consortium T
* X uturelD Consortiu FuturelD is partly funded by EU FP7 under GA n°318424
*



Vorführender
Präsentationsnotizen
Blueprint image
Attribution-ShareAlike 2.0 Generic (CC BY-SA 2.0)
http://www.flickr.com/photos/thristian/371670597/
Timothy Allen
Thristian


Federated lIdentity Management lacks
User Control

B SP determines Intermediaries

IdP
B Users unaware of who processes personal data / \
B No possibility to intervene (incl. abort)

user [«—| SP

B SP determines which user attributes are disclosed

B direct query from SP to IdP  (e.g., SAML artifact resolution profile)

B FuturelD: Solver provides control:

(possibly automated via user policy):
e
B Awareness who processes which data PEPS PEPS \

B Selection of intermediaries (within limits of SP’s trust)

B Control over disclosed data user

» SP

A

B Possibility to abort (before disclosing identity data)
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Big Brother:
Collection of “meta data”

B WHO accesses WHAT, when

® WHO: Unique identifier, browser fingerprint, cookie

B Profiling individuals

M Link activities of given individual

B FuturelD architecture:

B Decentralize (many intermediaries)
W User chooses trusted intermediary, arbitrary number of intermediaries
M Direct presentation of credential without intermediary

™ Privacy ABCs

® Do not track pattern
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Do Not Track Pattern

(Ronny Bjones, Microsoft)

privacy boundary

IdP |« Broker 1 Broker 2

A

user | » SP

User component “orchestrates” to bridge boundary

B Broker 1 cannot see SP
B Broker 2 cannot see IdP

B Connection through user component (FuturelD executor)

This pattern stops big brothers
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FuturelD Support of “revolutionary”
Privacy ABCs

B Bootstrap privacy friendly credentials with gov. elDs
issuer
M Gov. elDs: secure enrollment

® Even if pseudonyms: x?ﬁ< ® >
3

M Itis aperson

B A person has only one pseudonym in a given domain

B Present credential without need for intermediary

B ABC-enable legacy SPs

X SAML-only SP

broker
— vl [smj. SAML-only
verifier u issuer
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Conclusions

B The FuturelD architecture is mostly economically motivated:
B Open market of identity and trust services
M Business models that make it economically sustainable
B Maximize user acceptance
B FuturelD has an evolutionary approach to privacy
B Privacy-unfriendly authentication is anyhow possible (if user consents)
B FuturelD adds privacy-enhancement over status quo
W User centric: awareness, consent, choices (intermediaries, disclosure)
B Possibility to filter, derived attributes, pseudonyms
W Possibility to avoid big brothers

B FuturelD supports a smooth transition to “revolutionary” privacy solutions (ABCs)
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Contact

Bud P. Bruegger

<bud.bruegger@iao.fraunhofer.de>
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Example of Possible Authentication Plans

Visualization from a prototype implementation

user credentials
SP accepts two

types of
credentials

FuturelD
Brokers

existing IdPs
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