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CA Authorization: 

Fixing a Problem or Shifting it Elsewhere?



Motivation: HTTPS usage
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Attack on Key Exchange (Encryption)

 Exchange of public key:
 Confidentiality not required

AliceBob
Eve

(Alice, pubA)

Enc(pubA, x)

?

privA
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Attack on Key Exchange (Encryption)

 Exchange of public key:
 Confidentiality not required

 Integrity/authenticity highly required

Alice
Bob Mallory

(Alice, pubA)

Enc(pubM, x)

(Alice, pubM)

x

privA

privM
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Certificates

Certificate

Authority (CA)

Alice

Alice
CA

Alice

Alice

CA CA
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Certificate Trust

 How obtains Bob the public key of the CA?

 A set of trusted CAs (root store) is included in the OS or the 
application (e.g. browser)
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Certificates on the Web
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Certificate Trust
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Certificate Trust

 When to trust a certificate?

  a signature chain from a trusted root CA exists
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Trust Models
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Isolated strict hierarchies
e.g. Web PKI

Strict hierarchy
e.g. DNSSEC

User-centric PKI
e.g. PGP



Problems with PKI / Certificate Security

 Fundamental issue:
 Trusted certificate ≠ trustworthy server

 Threats:
 Downgrade attack

 Misconfigured client

 Compromised server/certificate

 Compromised 

 Sloppy                      certificate authority

 Rogue
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Trustworthy Server?
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Compromised Certificate

 What happens if certificate owner wants to invalidate a 
certificate (e.g. lost or stolen private key)?
 Contact certificate authority

 CA marks certificate as revoked

 How can the recipient of the certificate know of this 
revocation?
 Certificate Revocation List (CRL)

 Online Certificate Status Protocol (OCSP)
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Certificate Revocation List (CRL)

 Server/CA offers the list of revoked certificate for download

 Example (uio.no):
 http://crl3.digicert.com/TERENASSLCA3.crl 

 http://crl4.digicert.com/TERENASSLCA3.crl

 Problems?
 Download CRL for every TLS connection  additional delay

 Download CRL in certain intervals  is CRL still up to date?

 How often is the CRL updated at the CLR endpoint?

 CRL can become very large  additional traffic / load

 What is the browser supposed to do when the CRL endpoint is not 
accessible?

 CRL is neither integrity protected nor authentic  attacker can inject 
an empty list
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Online Certificate Status Protocol (OCSP)

 Interactive protocol to validate if the certificate is still valid

 Example (uio.no):
 http://ocsp.digicert.com 

 Client sends a request to the CA containing the serial number

 CA sends a responds which is digitally signed

Client OCSP ResponseOCSP

3Cert.

1
2

OCSP Request

User
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Online Certificate Status Protocol (OCSP)

 Advantages compared to CRL?
 Allows (theoretically) realtime access to certificate status

 Reduced traffic

 Problems remaining?
 Often implemented at the CA using a CRL

 Delay in TLS connection setup

 Attacker can block access to the OCSP endpoint

 What is the browser supposed to do when the OCSP endpoint is not 
accessible?

 New problems?
 CA learns which (HTTPS) Web pages have been accessed by the client
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OCSP stapling

 Extension of the TLS protocol

 OCSP Certificate is not requested by the client at the CA

 Server request OCSP Certificate at the CA and send it during 
the TLS handshake to the client
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OCSP stapling

 Advantages compared to OCSP?
 Client does not contact the CA  no privacy issue

 Problems remaining?
 Attacker („owner“ of private key for the compromised certificate) can 

deliver the certificate without the OCSP status
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OCSP “Must-Staple”

 The certificate is issued with a flag indicating a mandatory 
OCSP status response 
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OCSP “Must-Staple”

 Advantages compared to OCSP stapling?
 Client detects a missing OCSP status

 Problems remaining?
 What is the browser supposed to do when the OCSP status is missing?

 Insufficient implementation support (client, server, network tools)

 Not used by any major Web site
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Compromised Certificate Authority

 CA DigiNotar was 
hacked in 2011

 A number of 
illegitimate 
certificates 
(e.g. *.google.com) 
were created by the 
intruders
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Sloppy Certificate Authority
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Compromised/Sloppy Certificate Authority

 HTTP Public Key Pinning (HPKP) 

 DNS-based Authentication of Named Entities (DANE)

 DNS Certification Authority Authorization (CAA)

 Certificate Transparency (CT)
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Certificate Transparency (CT)

 Idea:
 All issued certificates are logged into a public append-only log 

(typically by the issuing CA)

 These logs can be monitored and audited by CAs, domain owners 
and clients 

 Mistakenly or maliciously issued certificates 
can be detected
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Certificate Transparency

 Sample system configuration 
A. Monitor watch logs for 

suspicious certificates

B. Certificate owner request logs 
for their domain

C. Auditors verify correct log 
behaviour

D. Monitors and auditor 
exchange information 
about logs
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Certificate Transparency

 Certificates are stored at logs in a Merkle tree: every node 
contains the hash value of its children, e.g.:
 i = hash( a | b )
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Certificate Transparency

 Consistency proof
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Certificate Transparency

 Merkle audit proof
 Auditor wants proof 

that d3 is in the log

 Auditor already knows 
MTH3

 Log sends hashes c, i, n

 Auditor can calculate 
d, j, m and MTH3*

 Auditor checks if 
MTH3* = MTH3
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Certificate Transparency

 Advantages:
 If one log is not available, other logs can be requested

 Simple overview of all issued certificates

 Fast detection of misissued certificated and sloppy/rogue CAs

 Disadvantages:
 No mechanism for revocation of misissued certificates

 Logs might become large and slow

 If the client access a log, the log might learn the users access pattern

 If the client finds a missing certificate it is supposed to publish the log 
misbehavior  user’s privacy of the user at risk
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Summary

 Certificates are essential for TLS and for a “more secure Web”

 A single unreliable or untrustworthy certificate authority can 
endanger the whole Web PKI

 Still, no secure and practical solution is available

 Certificate transparency is the current candidate favored by 
the browser vendors

 However: some problems remain unsolved (e.g. revocation)

 Current research:
 Certificate revocation for CT logs

 Efficient log implementation

 Privacy conserving log management
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