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A flood of malware
A view from the antivirus lab

Snorre Fagerland, senior virus analyst
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In 1988

® A new virus was a major event

# Would trigger a flurry of analysis activity worldwide

# Analysis could take days

# Detailed descriptions would be made for all new viruses
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In 2008

® A new malware is usually almost a negligible event

@ Will trigger a small movement of electrons in automatic systems

# Analysis takes seconds or at most minutes

# Detailed descriptions are very few. Usually descriptions are made for
whole families, covering hundreds of malwares.
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Analysis work

# QOldfashioned code analysis still used.

# Tools have improved greatly since old days

# A LOT of work done by automatic systems.
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File  Edit Jump Search  View Debugger
dh(0h8s B 1 |[Ten ~|
* NHAS £ H

==

001 oo ot o
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Cptons  Windows  Help
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| 1DA Vigui, Hex Wiew-A " ‘élh Exports " % Imports " N Mames " \EI] Functions " "t Shings || & Structures " En Enumsl

=
E IDA Yiew-A

H 3 H ]
push 7538h
jmp short loc 48EF7A| [loc_ 40EF75: ; dwMilliseconds
| push BEBEh
BN
loc_4BEF7A:
call ds:Sleep
inc [ebp+uar_4]
cmp [ebp+uar_4], 6
j1 short loc_4BEF36|
I
BNl
cmp [ebp+var_C],
jz loc_4BF 828
[l
ERN 1L
cmp [ebp+var_18], ebx
jz short loc_48EFD8 .
| | call sub_418F5D
Ll
H N L _ ENL
push 7Fh ; Count
loc_48EFD8: push offset alrc_allxtremen ; “irc.allxtremenet.net” loc_48F 82D :
cmp byte_ 434998, bl push offset byte_ 48DBBC ; Dest call dword 447544
jz loc_A4BEF2D call _strncpy
moy eax, dword_434928
push 3Fh ; Count
push offset aWnsH1UUEn ; "#wns-hidden”
push edi Dest
moy dword_48DC5C, eax
call _strncpy
push 3Fh Count
push offset aSuperhots ; "superbots"
push esi ; Dest
call _strncpy
add esp, 24h
mov [ebp+var_18], ebx
jmp loc_A4BEF2D
1
; Count
<n
100 OO% (212 8671 (1010,117 OOOOE3A4 OO4OEFA4 WmMaln(x >< % X)+5A4

L
L
L
L
L

gl

std::bagic_string<char,std::char_traitz<chars z...
std::basic_string<char std::char_traits<chars 5.

unknown_libnarme_1
nullsub_1

Wink ainlx x5
HandlerR outine
Startdddress
__shprintf
__splitpath
_strcmp
_memzet

_strlen
_memcpy
LeadUpl
LeadUp2
Leadp3
UrwindUp?
UriaindU pE
UriwindUp5

Address
00403DES
00403E50
00403F30
00403F5E
0040EA00
00416123
004188E49
00415930E
0041942F
00413880
00413C10
00419C70
00419CF0
00415060
00413080
004130B0
00413DEC
004130F4
004150FC

B

Line 1 of 3786

Address Length T String #5
nt rdata0042. . Qoooooin C GetStartuplnfad, ==
.rdata:0042. oooooo GetCommandLined,
.rdata:0042. 000ooooe  C GetYerzion
data0042. 00000002 C GetCPlnfo
rdata: 0042 0oooooo? - C GetaCP
.rdata:0042. ooooooos GetDEMCP
.rdata:0042. oooooe C GetE rvironment ariablesd,
.rdata:0042.. goooooac  C HeapDestray
data: 0042, 0000o0o0E  C HeapCreate
data0042. oo0oonoc C WirtualFree
rdata: 0042 oooooooD Wirtualdlloc
.rdata:0042. 000ooodE  C |=B adhw/ritePtr
.rdata:0042... QOoo00oF  C RaizeE xception
.rdata:0042.. Qoooooog  C HeapSize
rdata:0042... 0ooooooD LCh apStringa
rdata:0042... 0ooooooD LCH apStringtaws
.rdata:0042... Qoooooe C UnhandledE xceptionFilker
.rdata:0042.. Qoooooe C FreeE rvironmentS tringsd,
.rdata:0042.. Qoooooe C FreeEnwironmentStringsi

>

Line 166 of 3646

IDA is analysing the input file.
You may start to explore the input file right now.
Hex-Rays plugin has been loaded (wl.0.0.850923)

License: S57-BF33-FBE4-FE Norman ASA (&

The hotkewys are FG:

Please check the EditsPlugins menu for

Using FLIRT Signature:

Function argument
The initi

users

decompile, Ctrl1-F5: decompile all.

mare informaton.

Microsoft wisualc z-s/net runtime
Propagating type information.

>

Al ide

Down Disk: 106k Click and drag to delete from selection; DbiClick on edge to jump to its source; Wheel to scrol horizontally
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File Edit Jump Search  View Debugger Options  Windows  Help
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FEENEEEIIEE T
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DA, i, " Hex Wiews-d " ‘élh Exports " % Imports " N Mames " 1#]] Functions "

Ei| IDA View- n

B Pseudocode-A
——un3;
u7 = 3008;

H
else

{
u7 = 30008;

¥
Sleep{vi);

++ul3 g
} .
- wvhile { vh3d < 6 };
if { w38 == (int {_ cdecl =){int,int,int})2 )
break;
if ¢ v29 )
{

strncpy{byte_48DBBC, "irc.allxtremenet.net”, BOx7Fu);
dword_48BDCSC = dword_434928;
strncpy{byte 48DBBC, "H#uwns-hidden', Bx3Fu};
strncpy{byte A48DBCC, "superbots™, Bx3Fu};
uzo = 8;

H

else
if { byte_u34908 )
{

strncpy{byte 4BDEBC, &byte u3ngus, B@x7Fu);
dword_48DC5C = dword_434924;
strncpy(byte 48DEBC, “Huns-hidden™, @x3Fu);
strncpy(byte_4BDBCC, "‘superbois™, B8x3Fu);
uzo = 1;
H
H

H
LABEL_u8:
sub_N18F5D();

H
dword_4475uh{});

H
return 9;

Strings || & Structures " En Enums| Preudocode-t ]

H
o ]
—< k]
j Winvlain: 196
i = Tnuero I |1 e hOF 022 - I
100 00%  (212,8671 (692,581) O000E3A4 0040EFA4: Winlain(x,x,x,x)+5A4
" RAPUILWL Ll el L N TS (R ) L0 LR |l el i | LTI 8 = 1 8 L4 5 PR il ) el | il | = 1N R L el el | i | LI |l el i |

[[] Names window [= 2]
Marne Address . P~
L std:basic_string<char std:char_traits<chars s, 00403DE9 b
L std:basic_string<char std::char_traits<chars 5. 00403E50

unknown_libnarme_1 00403F 30
F nullsub_1 00403F5E
F w/in aini.x.x.%) O040EA00
F HardleRoutine 00416123
F Starttddress 00418389
L _ snprintf 004199DE
L _ splitpath 0041942F
L _strcmp 00413680
L _memset 00413c10
L _stilen 00419570
L _memcpy 00419CF0

LeadUpl 00415060

LeadUp2 00413080

LeadUp3 004130B0

UrwindUp? 00413DEC

UnwindUpg 004130F4

UrwindUp5 004150FC >

] | &

Line 1 of 3786

-

Strings window = =]
Address Length  T.. String L
nt rdata0042. . Qoooooin C GetStartuplnfad, -

.rdata:0042. oooooo GetCommandLined,

.rdata:0042. 000ooooe  C GetYerzion

data0042..  0000000& C GetCPinfo

rdata: 0042 0oooooo? - C GetaCP

.rdata:0042.. 00000009 C GetOEMCP

.rdata:0042. oooooe C GetE rvironment ariablesd,

.rdata:0042.. goooooac  C HeapDestray

data: 0042, 0000o0o0E  C HeapCreate

data0042. oo0oonoc C WirtualFree

rdata: 0042 oooooooD Wirtualdlloc

.rdata:0042. 000ooodE  C |=B adhw/ritePtr

.rdata:0042... QOoo00oF  C RaizeE xception

.rdata:0042.. Qoooooog  C HeapSize

rdata:0042... 0ooooooD LCh apStringa

rdata:0042... 0ooooooD LCH apStringtaws

.rdata:0042... Qoooooe C UnhandledE xceptionFilker

.rdata:0042.. Qoooooe C FreeE rvironmentS tringsd,

.rdata:0042.. Qoooooe C FreeEnwironmentStringsi

]

Line 166 of 3646

IDA is analysing the input file.
You may start to explore the input file right now.
Hex-Rays plugin has been loaded (wl.0.0.850923)

License: S57-BF33-FBE4-FEB Norman ASA (& Users)

The hotkewys are FG: decompile, Ctrl1-F5: decompile all.
Please check the Edit/Plugins menu for more informaton.
Using FLIRT signature: Microsoft wisualC 2-8/net runtime
Propagat1ng type information

|>




NORMAN SANDBOX ANALYZER PRO EDITION 1.31 - (€) 2008 NORMAN ASA - BUILT FOR NORMAN R&L

[EAX AAAARAAA EBX 12345678 ECX AAAAAA3? EDX AAAOAAAA EBF C3AWA4FCE ESP C3AA4FC4 SEH 1 7CB224D5
ESI ?C82384C EDI FFFFFFFF DS AA3A ES AA3A FS BAA3A GS AA3A S5 A@30 CPAZSTIDO

[DRA BANARAERA DR1 AAAAAAAA DR2 WHAAREAA DR3 HAMOAAAA DR6 BAWEBARA DR? BAAAAAEA

Process: BABAABAA Thread: BOABABAA
hreadScheduler: BBAEA112[N] PageFault=0807283F BP: FFFFFFFF Cycles:
BAZ8 : ABBA3B34 I0N1

HA2E - A3 R34
HAZB : dBBA3B37
BAZ2E : dBBAZIR3hL
AAZ28 : ABBA3 848
BAZE : dBBAZIR42
A28 : dBRA38 45
A28 : ABAAZR 48
A28 :dABA384h
A28 : dBAAZ8 4e
A28 : dAAA38R52
A28 : dBAAZR55
A28 : dARAIB5E
BAZ28 : dBBA385a
BA2E - dBBAZIR5d
BAZ28 : ABBA3R62
A28 : dBBAIR6S
AAZ28 : ABBA3867
A28 : dBBAIR6c
AAZ28 : dBBA386e

AA28 : DARAT 393
aa;

7FFFFABC Tick: 248B48EC
[BA3 A

Bfa24534

a?@88046800

Bfb7?f6
8h4688
8h5604
894524
66895528
8h451c
83chlc
8bhdA

eax.ss: [dword ptr ehp+34] [AA38: C3AA4FFC 1-0000003 8!
eax, 0480088

daaa3s4s

esi,si

eax. [dvord ptr ezi+B@81]
edx, [dvord ptr esi+B4]

g5 [dword ptr ehp+24].eax
ss:[word ptr ebp+281.dx
eax.ss: [dword ptr ebp+lic]
es i, I0BEBAAC

edx.eax

edx, B00EAA1 8

ecx,dB@E7c6@

ecx.es: [dword ptr ecx]
dBaE38a?

es:[word ptr ecx+86 1, .dx
dBEE38 62

[3333:708238531=43BB4558
[BA30:C3AA4FEC 1=A00AARRZ

[AA3A:C3AA4FFA 1-003 8
[AR3A:CIAA4FE4 1=-AA2ABAA1

clealB
h?687c08d48
268hBY?
e3d42
6626395106
?5f4

[B836: B0BEA37 1-A8FF52FA
[B@3 0 : 90AE0A3D 1-08FF
[B@3 0 : 0AE0A41 1-08FE

SUSPENDED
SUSPENDED
SUSPENDED
SUSPENDED
SUSPENDED
SUSPENDED
SUSPENDED
SUSPENDED
SUSPENDED
SLEEFING
TERMINATED
SLEEFING
SLEEFING

aa4888688
HA4RAARA
aa4888688
Ha48ea88
aa4aa86868
aa480086
aa4aa86868
Ba48686886
aa4aa0686
Ba488086
an4aa00a
aa480086
an4a0008

c:swindowssexplorer.exe (2
chwindowsssypstem32hwinlogon.exe (2
c:swindowsssystem32ssuchost.exe (2
chwindowshsystem32hzervices _exe
c:iswindowsssystem32hcsrss .exe (O

c swindowsssystem32hzpoolsu_exe (2
c:swindowsssystem32hsnss .exe (O
C:xProgra™ismsnmes e msnmsgr.exe (3
G:nProgra™1i~Common™1~Symant™1~ccApp.exe ()
C:xWINDOUESYSTEM32 crss3.exe (O
C:NWINDOWSNSYSTEM32 crss3.exe ()
C:~WINDOWS~EYSTEM32crss3.exe (O
C:NWINDOWSNSYSTEM32 crss3.exe (2

A1 A5
B1 86
a1a?
a18s8
a18a
a1en
a16Aa

EAR=-BB2ABBAZ EBAX-00AAAE16A0 ECK-AABBAA37 EDA-A0BAA444 SLEEFP-00B06E000
ESI=7CB82384C EDI=FFFFFFFF EEF=B4FFFECE FLAG=A0800284

CS:EIP=-A02B: 7C8A4DBA ["KERNEL32!WinExec+8adh"]

28 :ESP=-AB3A:B4FFFE1iA DS 8633 ES BB33 FS BA%8 GS AEBE@ RUA-DBABBAEH

es:[word ptr ecx+Bal.4808
da@a38a?
edx,.es: [duord
BaAX,AX

ez :[dword pte
daBa38a?

eax

ecx.es: [duord
edx.es: [duord

6626f 741820040
7432

268h5138
Bf h?7cB
263982
7626

48
268b4cc2B4
268h14c2

A28 : dBAAZE 75
A28 :dABA3877
A28 : dBAAZE7h
AAZE : AAAAIB 7e
A28 : dBAAZEE1
A28 : dAAAIBE3
A28 : dBBA3BE4
A28 : dBBAIREY
BAZ28 : ABBA3E8d
A28 : dBBAIR e
AAZ28 : ABBA3IE 71
BAZ2E - dBBAIRS3
AAZ28 : ABBA3R TS
'328 dBEaz876

3333
ABA33 :AA41C2E4
BA33 :0841C2F4
B33 :9841C304
BA33:0041C314
@33 :9841C324
HA33:0041C334
HE33 -0041C344
HA33:0041C354
HE33 - 0841 C364
833 :0841C374
HE33 -0841C384
833 :0841C394
BA33 : 0841 C3n4 FF FF 8B 4% EC BB B8 BB

UIEW: Process B10A C:sWINDOWSNSYSTEM32 crss3.exe

[AA30: AA0AAA6GF 1-AAFE22FA
[AR3 A : ARRABAAA 1=FABAFDCC

ptr ecx+381

edx], . eax

edx+{eax=*8>+A41]
edx+(eax*8>1

[AA3 A : BAAAAAAE4 1-FABAFFS ¢
[AA3 0 : B0RBEAEE 1=FBBAFDCC

ptr
ptr

eax
ecx,. B0BBRAG2
ESP.BCX

[Dro files in #WINSYSx folder.
Changes to
Creates file

Deletes file

filesystem 1
CINWINDOUSNSYSTEM32 crss3._exe.
6.
[ Changes to registry 1

Creates value "2k6 updatz=' crzsd _exe'" in key "HHLM“SoftwaresMicroszoftsWindows“Currend]
Creates value "2kt updatz' crss3.exe" in key "HELM-\SoftwaresMicrosof t \Windows“\Current
Creates key "HECU~Softw re\Hicrosoft\OLE

Sets value "2kt updatz"="crss3.exe" in key "HKCU\Software\chrosoft\OLE"

Accesses Registry key KLM~Sof tware~Microsof t~OLE"

Accesses Registry key "HHELH-S \CurrentContPoISet\ContPol\Lsa

Sets value "restrictanonymous in key "HKLH\System\CurrentControISet\Control\Lsa"
Accesses Registry key KLM~Sof tware~Microsof t“0OLE".

Aiccesses Registry key HELM~SYSTEM~CurrentControlSet*~ControlsLsa'.

Accesses Registryu ke 'HELM~50of tware~Microsof t“OLE".

Accesses Registry key "HELM~SYSTEM~CurrentControlSet“ControlsLsa'.

[ Network services 1
Looks for an Internet connection.
Connects to "irc.allxtremenet.net" on port G667 (TCP>.
Connects to IRC server.
IRC: Uses nickname [Urd1-44479.
IRC: Uses username lculp=.

: Joins channel Huwns—hidden with password superhots.
IR Sets the usermode for user [UprX1-4447% to +xi+B+u.
IRG: Joins channel H#wnsz—hidden with password superbots.
Attempts to delete share named " on local system.

B:xA8406D3B=-ADUAPI 32t RegCloseKey (BxV2A3F715>
BxAA4A6DA7=ADUAPI 32! RegCreateKe yExA (AxBAABAAAL . "Sof tware Microsof t\OLE", BxHHAAAAAA . NU LL . AxAAAAAARAA . BxBAAF
B:xA8486 D26 =ADUAPI 32 RegSetUalueExA (Bx7283F?37."2k6 updatz".BxB0AA0AAA . A-xA00EA0A]L . "crss3 . exe ", BxBOBBERAYT >
BxAA4A6D3B=ADUAPI 32t RegCloseKey (Ax72A3F739>
BxA8486 D5 E-KERNEL32tS1eep <BxAHEBAAT7S >
BxB0486DA7?=ADUAPI 32 * RegCreatele yExA (BxBBBBABHA2 . "Sof tuaresMicrosof t \Uindows“\CurrentlUer=zion“Run'
BxB8486 D26 -ADUAPI 32t RegSetVUalueExA (Bx72A3F75D."2k6 updatz".BxB0000000 . 000000081 . "crss3 . exe ", BxB0008087 >
B:xA8406D3B=ADUAPI 32t RegCloseKey (@x72A3F?5D>
Bx88486DA7=ADUAPI 32t RegCreateKeyExA (Ax8AABA0AZ . "'Sof tvare~Microsof t*Windows*CurrentlUerszsion~RunServices"  Bx
B:xA8406 D26 =ADUAPI 32t RegSetUalueExA (Bx7203F781."2kt updatz".B:xB00000008 . 000000081 . "crss3 . exe ", BxBB0BE0EYT >
Bx08486D3B=-ADUAFPI 32t RegCloseKey (Bx72A3F781>
B:xA8486DA7=-ADUAPI 32! RegCreateKe yExA {(AxBAABAAAL . "Sof tvareMicrosof t\0LE", B:xA0AAA00A . NU LL . B::ARBRAEAA . B::AAAF
BxAA4A6 D26 =ADUAFPI 32t RegSetValueExA (Ax72A3F7A%."2k6 updatz".BxA00A000A. AxA00AA0AL . "crss3 . exe " . BxBADBAAAYT >
B:xA8406D3B=-ADUAPI 32 RegCloseKey {(Bx72A3F70n5>
AxAA4A6 D5 E=KERNEL32t51eep (AxANAAAATE >
BxB8486 D87 =-ADUAPI 32 RegCreatee yExA (Bx88A0ABA2 ., "Sof tware~Microsof t“Windows~CurrentUersion~Run'
BxAA4A6 D26 =ADUAPI 32t RegSetUalueExA (Ax72A3F7C?."2k6 updatz".AxA0AA0AAA. AxAAAAAAAL . "crss3 . exe ", AxBAABEAAY >
B:xA8486D3B=-ADUAPI 32 RegCloseKey (Bx7Y2@3F?C?>
Bx08486DA7=ADUAPI 32* RegCreateKeyExA (AxBAAAAEAZ  "'Sof tvare Microzof t Windows“CurrentlUerzion*“RunSeruvuices"" B
BxB8486 D26 -ADUAPI 32 RegSetVUalueExA (Bx72A3F7ED. "2kt updatz".BxB0000000. 000000081 . "crss3 . exe ", BxB0008087 >
B:xA8406D3B=ADUAPI 32t RegCloseKey (@x72A3F7ED>
Bx08486 D87 -ADUAPI 32! RegCreateKeyExA (@xBAABAAAL . "Sof tware~Microsof t“~0OLE", Bx08A0808E . NULL . BxB000008A . BxBAAF
B:xA8406 D26 =ADUAPI 32t RegSetUalueExA (Bx7203F811."2k6 updatz".B:xB00000008 . AxA0000081 . "crss3 . exe ", BxBB0BE0ET >
AxAA4A6D3B=-ADUAPI 32t RegCloseKey (Ax72A3F811>
HxAA406 D5 E=KERNEL321 S 1eep (HxAHHAAATE >
to Norman Analyzer FPRO

aa480088

Image base
Hil:] a841c2D04

Humber of breakpoints set: 2
HA executed address at BA2ZB:00400000-AR49100A [*=]
R
Thread Scanning Thread Match
Sandbox output: 80080002 Malware
Thread Scanning Thread Match
gangaox output: BAABAAB4 :ET LT
HAN

' BxBERERREA .

' - BxBARBRAEA .

BA3F . AxA0BAABAA . Bx4FE57BER . AxBAABRAAA >

NULL. 8:x80000000 . A:xA0AFAA3F . BxB000A00 . B:x4FES?BES | B:0000600008 >

BEEERBOA . NULL . 500000000 . 6xA00FA03F . 600000066 . Bx4FESYBES . B:0000606068 >

BA3F . B:xA00AB0AA . B:x4FES?BEBE . BxBOABBRAG >

NULL. 880080000 . AxAAAFAAIF . BxBAA0RA0A . Bx4FES YBES . B> 00008000A >

HEBABEEA . NULL . 800000000 . 3xBBUFAA3F . Bx00000000 . Bx4FES?BER . 00000000 >

A3 F . Bx00000006 . Bx4FES?BES . BxB000006E >
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Drops files in #WINSYS: folder.

[ Changes to filesystem 1]
Creates file C:S\WINDOWSNSYSTEM32Mcrssd.exe.
Deletes file 76.

[ Changes to registry ]

Creates value "2kb updatz"="crss3d.exe" in key "HKLMMSof twaresMicrosof t\Windows\CurrentUersionsRun".
Creates value "2kb updatz"="crss3d.exe" in key "HKLM\Sof twaresMicrosof t\Windows\CurrentUersionsRunServices”.
Creates key "HEKCUNSof twaresMicrosof t\OLE".

Sets value "2kb updatz"="crssd.exe" in key "HKCUNSof tvaresMicrosof £\OLE".

Accesses Registry key “HEKLMNSof twaresMicrosof t\OLE".

Accesses Registry key “HKLMNSYSTEMMCurrentControlSetsControlsliza.

Sets value "restrictanonymous"="8" in key "HKLM\System‘\CurrentControlSet\Control:Lsa".

Accesses Registry key “HEKLMNSof tware\Microsof t\OLE".

Accesses Registry key “HKLMNSYSTEMMCurrentControlSetsControlsliza".

Accesses Registry key “HELMNSof tware\Microsof t\OLE".

Accesses Registry key “HELMNSYSTEMMCurrentControlSetsControlsliza.

[ Metwork services 1]

Looks for an Internet connection.

Connects to "irc.allxtremenet.net" on port 6667 CICP>.
Connects to IRC sepver.

IRC: Uses nickname [Urd]1-44479.

IRC: Uses username lculpz.

IRC: Joins channel Huwns-hidden with password superbots.
IRC: Sets the usermode for user [Urd]-44479 to +xitB+u.
IRC: Joins channel HBuns-hidden with password superbots.
Attempts to delete share named "' on local s




NORMAN

ﬁ Home

E] Manage Users
'Y Sample Queue
D_'| Cases (+63)

General info:
Logged in as:  snf
Access level: Super Analyst

Current issues:
® Opera 9.5 users will nzed a
naw certificate, Send a mail to
thri@norman.no to get ons,

News:
® WAl w20 released!
If you encounter any errors,

| Norman An;

ﬁ‘ Norman Analysis Desktop

Use the menu to the left to navigate

Dizplay all stats

NAD Agent:
SErver.exe:
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MONKEY6 Q
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MONKEYS Q
MONKEY9 '
MONKEY10

MONKEY11

MONKEY12

MONKEY13

MONKEY14

MONKEY15

MONKEY16

MONKEY17

MONKEY18 Q
MONKEY19 '
MONKEY20

MONKEY21

MONKEY22

MONKEY23

Virtual Monkey 1
Virtual Monkey 2
Virtual Monkey 3
Virtual Monkey 4
Virtual Monkey 5 @
Virtual Monkey 6 :
Virtual Monkey 7 @
Virtual Monkey 8 :
Virtual Monkey 9
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Virtual Monkey 11 g
Virtual Monkey 12 g




