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PhD from Computer Security (Software vulnerability
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Research on Sophisticated Malwares

Penetration test experiences

Teaching of Ethical Hacking (EC Council — Certified
Ethical Hacker)

Courses on exploit writing (hardcore hacking)



Zero day software vulnerabilities (memory

corruption) since 2002

Common Vulnerabilities and Exposures (CVE)
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Serious software vulnerabilities

# CVE ID CWE ID & of Exploits Vulnerability Typeis) Publish Date Update Date  Score Ga
1 CWVE-2016-7411 119 DoS Overflow Mem. Carr. 2016-09-17 2016-09-19 7.5

ext/standard/var_unserializer.re in PHP before 5.6.26 mishandles object-deserialization failures, which allows remote atta
other impact via an unserialize call that references a partially constructed object.
2 CVE-2016-6937 11 DoS Exec Code Overflow Mem. Corr.  2016-09-16 2016-09-30 -

Adobe Reader and Acrobat before 11.0.17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and Acrobat anc
attackers to execute arbitrary code or cause a denial of service (memory corruption) via unspecified vectors, a different »
CWVE-2016-4195, CVE-2016-4196, CVE-2016-4197, CVE-2016-4193, CVE-2016-4199, CVE-2016-4200, CVE-2016-4201, CVI
2016-4207, CVE-2016-4208, CVE-2016-4211, CVE-2016-4212, CVE-2016-4213, CWVE-2016-4214, CVE-2016-4250, CWVE-201
4267, CVE-2016-4268, CVE-2016-4269, and CWE-2016-4270.

3 CVE-2016-6924 119 DoS Exec Code Overflow Mem. Corr.  2016-09-14 2016-09-15 -

Adobe Flash Player before 18.0.0.375 and 19.x through 23.x before 23.0.0.162 on Windows and 05 X and before 11.2.20:
{memory corruption) via unspecified vectors, a different vulnerability than CVE-2016-4274, CVE-2016-4275, CWVE-2016-42
CVE-2016-4285, and CVE-2016-6922.

Operating system driver vulnerability

Web server software error (CMS vulnerability)
Browser error

Pdf reader vulnerability

Office vulnerability

Frequently used service software vuln. (ssl, ftp)



Software error exploitation by sophisticated

malware

Command & control

Firewall

Firewall

DNS/Email —
. Server Web
o— Server

Workgroup LANs:
Servers, workstations Attacker’s pPC



General reasons of having software vulnerabilities

Complexity

Functionality

Convenience Security

Human factors

Money

Old incompatible systems
Lack of testing

Deliberate action???



Top 10 programming languages that generate most

security bug

s Classic ASP —with 1,686 flaws/MB (1,112 critical
Flaws/MB)

= ColdFusion —with 262 flaws/MB (227 critical
Flaws/MB)

= PHP —with 184 flaws/MB (47 critical flaws/MB)

= Java-—with 51 flaws/MB (5.2 critical flaws/MB)

= NET-with 32 flaws/MB (9.7 critical flaws/MB)

s C++-—with 26 flaws/MB (8.8 critical flaws/MB)

s jOS-with 23 flaws/MB (0.9 critical flaws/MB)

= Android —with 11 flaws/MB (0.4 critical flaws/MB)

= JavaScript—with 8 flaws/MB (0.09 critical flaws/MB)



Programming reasons of having software

vulnerabilities

Lack of input validation

Copying arrays (string) without size cheking
Unvalidated formatting characters
Exception handling errors

Memory management errors

Using object after being freed

Freeing object twice

Integer overflows

Etc.

Native code
Source file Binary

Intermediate code
Managed code



Virtual address space

Local variables method

: . parameters, exception STACK
Virtual Physical handling data,

memory memory return adresses

Dynamically

linked shared SHARED LIBRARIES
libraries (libc)

______ “‘. RAM Dyrlmamic HEAP
, variables
-
--------- Mo Global DATA SEGMENT
variables
Disk Compiled CODE SEGMENT

code 9




Kernel and user space — method calls

Applications —\

Win32 AP| calls

7

User Mode

Kernel Mode /
System service interface

/0 Manager._\rf"/
) IRF passed to driver dispateh routine

\ HAL calls

Hardware abstraction layer

Device |
drivers

| |

l Flatform-specific operations

Hardware
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Normal operation

Stack

Heap
Code 3
>
>
>
Code1
Code 2 >
>
» >
>
>
>
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Normal operation

Heap

Code 3

Stack

Code1

Code 2
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Basic exploitation (stack overflow)

#include <string.h>
void funci(char* ar1)

{

char ar2[10];
strcpy(arz,ar1);
f
int main(int argc, char* argv(])
{
funca(argv(i]);
f
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Basic exploitation (format string)

#include <string.h>
void funcl(char* a, char* b)
{

printf (a);

}
int main(int argc, char* argv[])
{
funcl(argv[1]);
/
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Classic example of buffer overflow

Code segment

ooTo Loy

BE4E1 230
BE4E1292
BE4E1 297
BE4E]1 299
BE4E1 298
BE4E1 290
BE4E129F
BE4E12AS
BE4E12AB
BE4E1 261
BE4E1287
BE4E1 260
BE4E12BF
BE4E1201
BE4E1204
BE4E12C5
BE4E12CA
BE4E12CE

(LR S [y g S 1A 3]

ES 98610680
B9 S2264000
8B11

gan0z

74 Bz

FFO1

FF35 3BAE4EE
FF35 ZCAB4EE
FF35 Z28AB4EG
2925 14AB40E
E2 13868066
g3ac4 18

2109

2940 FC

EH
ES 82618800
ca
C3

i\-/-lethod1(a)
{

d : fixed size array
copyatod

}
Method2()

{
Method1i(a);

5

Pud ] e TamnLy

CALL <JAP.&CRTOLL. __GetMainArgsy
HoL ECH, OFFSET BE483652

Mouw EOW, DWORD FTR 0O5: [ECK]

OR EDw, EOX

J2 SHORT 88481297

CALL ECk

FUSH DWORD PTR D5: [48AE3E]
FUSH DWORD PTR DS: [48AB2C]
FUSH OWORD PTR D5: [48AB22]

Mou CWORD PTR D5: [48AB141,ESF
CALL B@41204

AOO ESF, 18

wOR ECH, ECH

Mou OWORDE PTR 5= CLOCAL, 11, ECH
FUSH ER:

CALL <JHP &CRTOLL. ex it

LERLE

RETH

Stack

Method parameters

Return address

Saved frame pointer

Local variables

Method parameters

Return address

Saved frame pointer

Local variables

Method parameters

Return address

Saved frame pointer

Local variahles
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Extra bacon exploit

( Internet )

outside

offset = exba msg. str_ () .find(payload)
print "[+] fixing offset to pavlioad 4" % offsetc

string.replace{overflow, "4.1.255.208", ("4.%4d.255.208" &% offset), 1)

overflow

It
It

exba msg = SHMF (version=self.params.version,
community=self.params.community,
PDU=SHMFbulk (1id=A5H1 TNTEGEE (self.params.request id),
max repetitions=l,
wvarbindlist=[SNMPvarbind (oid=A5N1 OID("1.3.6.1.2.1.1
wvalue=ASN1 STRING(paylcad)),
SHMPvarkbind (oid=ASN1 CID{overflow)),
1

17



Stack overflow

Heap

Code 3

Stack

Code1

Code 2

jmp  — / -

esp ———_

Attacking

code
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Egg-hunter

Heap
Code 3 eg»
Stack
Code1
Code 2
jmp T /
e<5p\\\_>
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Stack overflow exploitation

Iy = x14;

ny =
open (my ; . ) or die Efilename’ £!

print
olo=se
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Data Execution Prevention

STACK

SHARED LIBRARIES

HEAP

DATA SEGMENT

CODE SEGMENT

Data: read/write

Code: read/execute

Data: read/write
Data: read/write

Code: read/execute
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Avoiding memory execution protection (return to

libc)

STACK

SHARED LIBRARIES

HEAP

DATA SEGMENT

CODE SEGMENT

-

@ Executable modules

Baze |Slze

|Entrg |Hame

HR4HERGE | BREECHEE
EC24HARA| ARG THEE
T49RERaa| Y

T45BEE6A| TPT

T4A16E6E| TPT

T40BRAGE| BRGACHER
TA0CAG0EH| BEECHEEE
TAEZBRGE| BE1 1EE6E
THACHAGG| BRGANEEE
TEAAEE0G| BOGEEEEE
TEHEBREGA| BRGCCHEE
TEEIHAGE| BRG] EEE
THEERBGA| BRGACHEES
TEI4ER0E| BRGAREEE
TEOEBR06| BOG0ABEE

AR4B1225 | exanple?
BC241C61| CRTOLL
Mod_r42R
Mod_743E
Mod_74A1
740B1BE]| CRYPTBASE
T400A3E3| S=pilli
74E332B3| kerne 32
LpkDLLIn| LPK
TE4B1EEF| IMM32
T62B165E| HSCTF
TBE94975 | sechost
TEEER4TZ| meucrt
769549E5| ADVARTE2
TEIFE343| G032

Method parameters

Return address

Saved frame pointer

Local variables

E Mames in kernel32

Address |Sectlon |Tgpe |Hame

T4EECFAE| L tent
T4EBERDS| . tent
T4EBEEDS| . tent
T4EERI2L | L tent
T4EERI2] | L tent
T4EBERFS| . tent
T4EBERFE| . tent
T4EZA07 | L tent
T4ES17E0| L tent
T4E21700) L tent
T4EBZCAL | L tent
T4EBZCTL | L tedt
T4EIBEFC| L tent
T4EIBERY | L tent
- r4E40E33] L tedt

Debug data|llerSetF lags

Export WerlnregisterFile

Oebuyg data|WerlnregisterFile

Export WerUnregisterfemoryb lock

Oebua data| Werlnregistertenaryb lock

Export WerUnregisterfunt imeExcept ionModu le
Oebua data| WerUnregisterRunt imeExcept ionMody Le
Import WideChar
Export WideCharTotu Lt iBute

Oebua data|WideCharTolu ltiByte

Export WinExec

Oebua data|llinExec

Import WinSgmIsOptedIn

Import WowsdD isab

Export WowedD isab lellowddFsRedirect ion

21



Avoiding DEP: Return oriented programming (ROP)

Shacham, 2007

Executable code will not be placed on the stack
only series of memory addresses and
parameters

STACK [ e N('jz mory
- addr 1

Memory
addr 2
Parameter
1
Parameter
2
Memory
addr 3
Parameter
4

Instruction 1 <€
ret

SHARED LIBRARIES

Instruction 3
ret

Instruction 2
ret

HEAP

DATA SEGMENT

CODE SEGMENT

22



Return-Oriented Programming

Heap

;/‘>\ Stack

N i

[ ROP

- addresses
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ROP —Turing completeness

Instruction sequences
Storing / loading variable
If statement

Loop execution

Method call

Etc.
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Return Oriented Programming exploitation

my = 4 dchx9f Fpop edi, ret TdeSdel?s
4 4 . 7 frlace of "calc®
4 a9\ xbc 7 ¥pop ecx, ret Tdf32baso
1 . Fcalc
7 >IAKSOANKTE"., Fmov [edi],ecx ret Tdeb3f28
1fhx1 Thx75". ¥pop eax, ret Tddcb338
=G Fe\xE83\xT5",. ¥address of WinExec TddfzZec?t
s RS &5 7 #call eax ret Tdeel725
03\ 04\ 5 \xT2\x01"; ¥address of calc + 0Oxl

my = 'bufferROP.txt';

open (my . -1, } or die "Could not open file '"Sfilename' $17;
print . H

clo=se :
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ROP + turn off DEP

Heap
Code 3
> Stack
\ de 1 ROP Addrpsses
]
C&z \\»
attacking
code
<\\
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Use after free

char* ptr = (char*)malloc (SIZE);
if (err) {

abrt=1;

free(ptr);

}

if (abrt) {
logError("operation aborted before commit", ptr);

}



Double free

char* ptr = (char*)ﬁ\alloc (SIZE);

i%(abrt) {
free(ptr);
}

free(ptr);



Heap structure

O 16c
0x170
O0x174
0x178
Ox17e
0x180
Ox184
0x188

Ox18c

Heap Base £
Cur Size Prev Size
£ ck || Fig |} Rs || seq
NonDedicatedListLength
FLink —
LargeBlocks|ndex
BlLink

PseudoTagEntries

FreeLisi{0].FLink

FreeList[0].Blink

~J

il £
Cur Size Prev Size Cur Size Prev Size
CK ||Flg| } Rs || Seg CK ||Flg| M Rs || Seq
FLink FLink
BLink BLink

FreeLisi1].FLink

FreeList[1].BLink

>

FreeLis2].FLink

FresList[2].BLink
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Use aftre free exploitation

Reallocating freed heap chunk with own pointer

Object vtable

functionl()

vtable[1] }
vtable[2] \
vtable[3]

function2()

{

//Do Something

//Do Something
vtable[n] 1

30



Use aftre free exploitation

var data;

var rep = 100;

var len = 1200;

var objArray = new Array(len*rep);

setTimeout (function(){
document.body.style.whiteSpace = "pre-line";

for (var i=0;i<len;i++){

objArray[rep*i] = document.createElement('div’');
objArray[rep*i].className = data += unescape("%uldl4%uldia");

for (var j=1;j<rep;j++){
objArray[rep*i+j] = document.createElement('div’');
objArray[rep*i+j].className = data;

¥

}
setTimeout(function(){document.body.innerHTML = "boo"}, 100)

}, 100)
31



Heap spraying

. payload Heap

Nop sled

Code 3

Stack

Code 1

Code 2
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ROP + Heap spray

ROP

addresses
ROP nop

Stack

ESP
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Jump oriented programming (JOP)

Bletsch, Jiang, Freeh 2011

STACK

SHARED LIBRARIES

HEAP

DATA SEGMENT

CODE SEGMENT

Dispatcher gadget
Increasing the index

pointer
Jumping to curitent
addrpss
INStracH
onl
jmp
<
Instiucti ispatcher
on-2 table:
jmp . Memory
Instructi
S —— addrl
on3
- Memory
P addr2
ramefe
Parameter 2
Memory
addr3
Parameter4
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Jump Oriented Programming -

dispatcher gadgets in shared libraries

Indirect jumps

nidllf.1

4438
kernelbase 6.1 I
kel 5.1 N 1752
nldl31 I 2707
kermel32 5.1 [ 30
pdizz sl N 1534
w2 5.1 [ 1646
cridlla 0 [ 354

File Address Opcode
cridiLdil add ebx,0x 10
5.1.2600 733066 jmp dword ptr ds:[ebx]
crtdll.dll add ebx,0x 10
3.1.2600 T3d3a012 Jmp dword ptr ds:[ebx]
user32.dll add esiedi
5.1.2600 T1d63ae9 jmp dword near [esi-0x73]
ntd1l.dll add ebx,0x 10
5.1.2600 7c939bbd jmp dword near [ebx]
ntdlLdll . sub edi,ebp
512600 | 51 ol dword near [edi-0x18]
kernelbase, c sub esi,edi
dile.2 13c6e813 call dword near [esi+0x53]
ndlldll 62 | 77c04142 _ addebxxl0
jmp dword near [ebx]
add ecx.edi
ndidiie2 ) Tlcascd jmp dword near [ecx+0x30]
add eax.edi
ndiLdite.2 | 7Tcaddcd call dword near [eax-0x18]
ntdll.dll 6.2 | 77chcaca add ebx,edi

call dword near [ebx+0x5f]

Indirect jumps and calls

nidllc. 1 e 10404
kernelbase 0.1 I onr?
lemel32 6.1 I (1 /i
s N 6661
lemel32 5.1 I 4406
adizy s (I 1253
usei32 31 - 7

oldian Il




Protection against memory corruption

SEH chain
+ Return addrerseserte .
checking? Heap protection
- Exception handling
+control flow IO
integrity? ROP Operating validation
8 Jgp — system

Stack cookie
Secure exception
handling

Unhandled —_—

exceptions

Heap overflow

“{ Memory page protection
(DEP, WxorX)
ASLR

~ Stack
overflow

Return to libc
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Additional protections, exploitation

Additional protections

Windows Enhanced Mitigation Experience Toolkit (EMET)
Execute no read (XnR)

Returnless kernel?
Return Address Checking
Control Flow Integrity

Additional exploitation

Justin Time Return Oriented Programming (JIT-ROP)
Blind Return Oriented Programming (BROP)
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Vulnerability finding

Accidently

Already exploited oday
~ile format fuzzing
Protocol fuzzing

n memory fuzzing
Source code analysis
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Finding software vulnerabilities

(accidently)

©P GAVEKORT HER

3 D itis=vekort.no kan brukes | S000 butikker pi nesten 100 kjepesentre og pa 60 hoteller | Norge
- AMEFLY) THON

B2 v dittevekart no finner du mer infarmasjon og fullstendig oversiki over brukersteder.
dittg: o finn Frasjon of ndig ov g e il

KI@gP GAVEKORT

.-‘,-__' G vk I Anmaty'd _| m
| h avekortautomatv? has stopped working
Wirchswees can check onfme for g wiaban tothe problem.
4 Check coline for a solution and dose the program
+ Cluse the program
| Cae View problern detais
—— C——— _—l‘

h
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Finding software vulnerabilities

(already exploited oday)

TrueType Font Engine Vulnerability

b8 = PUSHW

32704
204 Font Program
448

MUL

PUSHW

14912

60 = ADD




Finding software vulnerabilities (file

format fuzzing — peach fuzzer)

<DataModel name="ChunkInst" ref="Chunk">

<5tring name="ID" value="inst" token="true"/>
<Block name="Data">

<Number size="8"/>

<Number size="&"/>

<Number size="&"/>

<Number =ize="8"/>

<Number size="8"/>

<Number size="8"/>

<Humber size="&"/> 1?1.".__

</Block> #] Fuzzing: DataHTER.DataElement_1

</DataModel> #] Mutator: StringMutator
— Gaught fault at iteration 171, trying to reproduce ——

<!—— Defines the format of a WAV file -->
<DataModel name="Wav">

<!—— wave header --> 1?1-'_-__

<String value="RIFF" token="true" /> #] Fuzzing: DataHTER.DataElement_1

#] Mutator: StringMutator

<Number size="32" />
<5tring value="HWAVE" token="true"/>

<Choice maxCccurs="30000">
<Block ref="ChunkFmt"/>
<Block ref="ChunkData"/>
<Block ref="ChunkFact"/>
<Block ref="ChunkSint"/>
<Block ref="ChunkWavl"/>
<Block ref="ChunkCue" />
<Block ref="ChunkPlst"/>
<Block ref="ChunkLtxt"/>
«Block ref="ChunkSmpl"/>
<Block ref="ChunkInst"/>
<Block ref="Chunk"/>

</Choice>

</DataModel>
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Finding software vulnerabilities (in

memory fuzzing)

Entry: 0x1001BEEF RETN: 0x1001BFEA
* Breakpoint | = snapshot point * Breakpoint 2 = restore point
Vulnerable Function
b
Executon Flow ;

Breakpoirit oo
' Save context breakpoint |

Y Target
> (BBL or funchion) : >

Hestore <

context
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Finding software vulnerabilities

(source code analysis)

Unused codeparts

_ack of data validation
nproper memory operations
nappropriate typecast
nfinite loops

Etc.
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Finding vulnerabilities (Code Propery
Graphs - (Yamaguchi et al, 2014)
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Linux kernel error (integer overflow)

if (channelp) {
/* set signal name (without SIG prefix) */

vint32_t namelen =
_libssh2_ntohu32(data + 9 + sizeof("exit-
signal"));

channelp->exit_signal =
LIBSSH2_ALLOC(session, namelen + 1);
[...]

memcpy(channelp->exit_signal,

data + 13 + sizeof("exit_signal”), namelen);
channelp->exit_signal[namelen] = \0’;
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Example memory corruption:

Cloudburst (Kortchinsky, 2009)

Host

vmware=vmx Process

SVGA FIFO

Frame Buffer

N\

Guest
Virtual Machine

1/0 Ports Frame Buffer
+1/0 Memary Mappings

Virtual Video Card




Thank you!
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