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� PhD from Computer Security (Software vulnerability 

exploitation)

� Research on Software vulnerabilities (error finding and 

exploitation)

� Research on Sophisticated Malwares� Research on Sophisticated Malwares

� Penetration test experiences

� Teaching of Ethical Hacking (EC Council – Certified 

Ethical Hacker)

� Courses on exploit writing (hardcore hacking)
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� Operating system driver vulnerability
� Web server software error (CMS vulnerability)
� Browser error
� Pdf reader vulnerability
� Office vulnerability
� Frequently used service software vuln. (ssl, ftp)



Command & control

Attacker’s pc
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� Complexity

Functionality

Convenience Security

� Human factors

� Money

� Old incompatible systems

� Lack of testing

� Deliberate action??? 
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� Lack of input validation

� Copying arrays (string) without size cheking

� Unvalidated formatting characters

� Exception handling errors

� Memory management errors

� Using object after being freed� Using object after being freed

� Freeing object twice

� Integer overflows

� Etc.

Native code

Source file                                                              Binary

Intermediate code

Managed code
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Local variables, method 

parameters, exception 

handling data,

return adresses

Dynamically 

Physical 

memory

Virtual 
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Dynamically 
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Dynamic 
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Global 
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Compiled 
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Heap

Code 3

Stack

Code 1

Code 2
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Stack

Heap

Code 3

Stack

Code 1

Code 2
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#include <string.h>

void func1(char* ar1)

{

char ar2[10];

strcpy(ar2,ar1);strcpy(ar2,ar1);

}

int main(int argc, char* argv[])

{

func1(argv[1]);

}
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#include <string.h>

void func1(char* a, char* b)

{

printf (a);

}

int main(int argc, char* argv[])

{

func1(argv[1]);

}
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Stack
…

Method1(a)

{

d : fixed size array

copy a to d

}

Method2()

{

Code segment a

d

{

Method1(a);

}

…
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Stack

Heap

Code 3

Stack

Code 1

Code 2

jmp 

esp
Attacking

code
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Stack

Heap

Code 3 egg

Stack

Code 1

Code 2

jmp 

esp

Egg-

hunter
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Data: read/write

Code: read/execute

Data: read/write

Data: read/write

Code: read/execute
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Executable code will not be placed on the stack 

only series of memory addresses and 

parameters
Memory 

addr 1

Memory Memory 

addr 2

Parameter 

1

Parameter 

2

Memory 

addr 3

Parameter 

4

Instruction 1

ret

Instruction 2

ret

Instruction 3

ret
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Stack

Heap

Code 3

Stack

Code 1

Code 2

ROP 

addresses
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� Instruction sequences

� Storing / loading variable

� If statement� If statement

� Loop execution

� Method call

� Etc.
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Stack

Heap

Code 3

Virtual 

alloc
Stack

Code 1

Code 2

ROP Addresses

attacking 

code
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� Reallocating freed heap chunk with own pointer
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Heap

Code 3

payload

Nop sled

Stack

Code 1

Code 2
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Heap

Code 3

ROP 

addresses

ROP nop

Stack

Code 

1
Code 

2

ESP
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Instructi

Dispatcher gadget

Increasing the index 

pointer

Jumping to current

address
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Instructi

on 1

jmp

Instructi

on 2

jmp
Instructi

on 3

jmp 

Dispatcher 

table:

Memory 

addr1

Memory 

addr2

Parameter 1

Parameter 2

Memory 

addr3

Parameter4





Heap overflow 

(double 

SEH chain 

rewrite 

ROP

JOP

?

+ Return address 

checking? 

+control flow 

integrity?

Stack 

overflow

(double 

free, use after 

free)

Unhandled 

exceptions 

Return to libc

?
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� Windows Enhanced Mitigation Experience Toolkit (EMET)

� Execute no read (XnR)

� Returnless kernel?

� Return Address Checking

Additional protections

� Return Address Checking

� Control Flow Integrity

Additional exploitation

� Just in Time Return Oriented Programming (JIT-ROP)

� Blind Return Oriented Programming (BROP)
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� Accidently

� Already exploited 0day

� File format fuzzing

Protocol fuzzing� Protocol fuzzing

� In memory fuzzing

� Source code analysis
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� Unused codeparts

� Lack of data validation

� Inproper memory operations
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� Inproper memory operations

� Inappropriate typecast

� Infinite loops

� Etc.
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if (channelp) { 

/* set signal name (without SIG prefix) */ 

uint32_t namelen = 

_libssh2_ntohu32(data + 9 + sizeof("exit-

signal")); signal")); 

channelp->exit_signal = 

LIBSSH2_ALLOC(session, namelen + 1); 

[...] 

memcpy(channelp->exit_signal, 

data + 13 + sizeof("exit_signal"), namelen); 

channelp->exit_signal[namelen] = ’\0’; 
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Thank you!
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